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Preface

This document isa contact deliveable with an apmval code of3. As such, it doesnot require
formal Govenment appoval. This document iglelivered for information only,but issubjectto
appioval asmeeting contxctual equirements

Any quesionsshould be addrssed to:

Data Management Gfce

The ECS Project Office
Raytheon SyeemsCompany
1616 McCormick Dr.
UpperMarlboro, MD 207745301

Note: This document containshange bato indicate the addition aevision of materal ance
the ssuance ofhe pedecessodocunent contining training neterial for Relkease 5B othe
Eath Observing System Data and Information System (EOSDIS) Core System (ECS).
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Abstract

This is Volume 17 ofa sriesof lessons containing the &ining mateial for Releas 6A of the |
Eath Obsrving System Data and Informaion System (EOSDIS) Core System (ECS). This
lesson providesa detailed dewiption of the diferent taks that ae required to peform system
troublesooting. The leson includesa detailed eview of the system monitoring capabilities
hardware and sftware trouble$ooting poces, and touble ticket st-up and pocesing.

Keywords training, instructional demgn, course objective, system toublesiooting, trouble
ticket, Whazzup,Tivoli, maintenancelnventoy/L ogidical Managementi(CM) tool
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Introduction

Identification

Training Material Volume 17 ispatt of Contract Data RquirementsList (CDRL) Item 129,
whos requirementsare specified in Data tem Desription (DID) 625/0P3 and is required
deliverable underthe Earth Ob®rving Sysem Data andnformation Sysem EOSDIS) Core
Sydem ECS), Contract (NAS5-6000)

Scope

Training Material Volume 17 desibes the proces and procedues for ECS Sydem
Troublediooting. This lesson is desgned to povide the opeations gaff with sufficient
knowledge and irdrmation to stisfy all lesson objectives

Purpose

The purmpos of this StudentGuideis to provide a detailed cose of ingruction that érms the
bags for undestandingSydem Trouble$ooting. Lesson objectivesare developed and will be
used to guidetheflow of instruction for this lesson. The lesson objetives will serve as the basis
for verifying that all leson topicsare contained within thiStudent Guidenddide presentation
material.

Status and S chedul e

This lesson module povidesdetailed inbrmation about ining for Releak 6A. Sub&quent
revisionswill be submitted as nesded.

Organi zation
This document iorganized agollows:

Introduction: The Introduction pesnts the document identdation, scope,
purpose, and oganization.

Related Documentaion: Related Documentdion identifies paent, gpplicable and
information doawments assodated with thisdoaument.

Student Guide The Student Guideidentifies the core dements of thislesson. All
Lesson Okgcives and assoated bpics ae included.

Slide Presentation: Slide Presentation is reserved for dl slides used by the instructor
during the pesentation ofthis lesson.
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Related Documentation

Parent Document

The paent document isthe documentrdbm which thisECS Training Metenal’'s scope and
content ae derved.

4234101 Goddad Space Fight Center EOSDIS Core System ECS) Statement
of Work

Applicab le Documents

The following docunents are referenced within this ECS Training Matrial, or are drecly
applicable,or contain policiesor otherdirective mattes that ae binding upon the content tfis
document:

420-05-03 Goddad Space Fight Center Earth Ob®rving System EOS)
Peformance Assurance Requirements for the EOSDIS Core System
(ECS)

4234102 Goddad Space Fight Center Functional and Bformance

RequirementsSpecifcation br the Erth Ob®rving Sysem Data and
Informaion System (EOSDIS) Core System (ECS)

Information Documents
Information Documents Referenced

The Pllowing documentsire referenced heein andamplify or clarify the information presented
in thisdocumentThe® documentsare not binding on the content tife ECS Training Material.

609-CD-600 Releag 6A OpeationsTools Manual for the ECS Poject
611-CD-600 Mission Opeation Poceduesfor the ECS Poject
910-TDA-022 Cugom Qonfiguration Paametes for ECS Releag 6A

Infor mation D ocum ents N ot Referenced

The following documents althoughnot referenced heein and/or not directly applicable,do
amplify or clanfy the information pesented in thislocument. Thee documentsre not binding
on the content athe ECS Training Material.

305-CD-600 Releage 6A Segment/Dégn Specifcation br the ECS Poject

311-CD-600 Relea® 6A Data Mnagement Sulgstem Databas Desgn and
Database $hema Specfiications br the ECS Project

311CD-601 Relea® 6A Inges Databas Desgn and Databas Schema
Specficaions br the ECS Project
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311CD-602

311CD-603

311CD-604

311CD-605

311-CD-606

311CD-607

311CD-608

313CD-600

334-CD-600
601-CD-001
603-CD-003
604-CD-001
604-CD-002
605-CD-002
607-CD-001
152-TP-001
152-TP-003
211-TP-005

220-TP-001
500-1002

535-TIP-CPT-001

Releage 6A Inteopembility Subystem (OS) Databas Desgn and
Database $hema Specfiicaions br the ECS Project

Relea® 6A Planning and Data Bcesing Subgstem DatabasDesgn
and fhenma Specficaions br the ECS Project

Relea® 6A Science Data Sever Databas Desgn and Schemg
Specficaions br the ECS Project

Relea® 6A Stomge Management and Data Digoution Subgstems
Databas Desgn and Datab&sSchema Spediationsfor the ECS
Project

Releae 6A Subesription Sewer Databas Desgn and Schemg
Specficaions br the ECS Project

Releae 6A Sydems Management Sulystem Databas Desgn and
Schenma Specficaions br the ECS Project

Relea® 6A Registry Databas Desgn and Schem&peciicationsfor
the ECS Project

Releas 6A ECS Intemal Intefface Contol Documentfor the ECS
Project

6A Science Syem Relea® Plan br the ECS Poject
Maintenance and OpationsManagement Plarof the ECS Poject
ECS Opeational Readines Plan br Releag 20
OpemtionsConcept br the ECS Poject: Pat 1- ECS Oveview
OpemtionsConcept br the ECS Poject: Pat 2B -- ECS Releas B
Release B SDPS/GMS OpeationsScenaios for the ECS Poject
ECS Maintenance and OpationsPostion Degriptions
ACRONYMS for the EOSDIS Core Sysem ECS) Project
Glossary of Terms for the EOSDIS Core Sygem ECS) Project

Transtion Plan 4PX to 4PY4PY to 5A,and 5A to5B for the ECS
Project

OpeiationsScenaios - ECS Releag B.0 Impacts

Goddad Space Hght Center Netwok and Mssion Opem’tions
Suppot (NMOS) Certification Pogram, 1/90

Goddad Space Fight Center Misson Opeationsand Data Systems
Direcorate (MO&DSD) Techntcal Information Fogram Networks
Technical  Training  Faility,  Contractor-Providel  Training
Specficaion
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System Troubleshooting O verview

Lesson Over view

This lesson will provide you with the prces for system/peformance monitdng, problem
analyss andtroublefiootingof system hadware and sftware, and adminigation ofthe touble
ticket gystem. It provides practical expeence in umg the toolsyou will need or resolving
system problems and minimiang g/stem down time

Lesson Objectives

Overall Objective - The overal objectiveof this lesson is proficiency in the methodology and
procedues for system toublefiooting of the Earth Oberving Sydem Data and Information
System (EOSDIS) Gore System (ECS).

Condition - The dudent will be given a copy of 611-CD-600-001 Mission Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemations ToolsManual, and a
workstation con®le with acces to ECS software tools including Trouble Ticket,
Fault/PeformanceManagementWhazzup??7Tivoli, ECS Assistant/Monitor, and Management|
Services $ibsysem (MSS) graphcal userinterface GUI) tools.

Standard - The gudent will ug the toolsn accodance with pesribed methodsand complete
required procedueswithout eror.

Specific Objective 1- The sudent will describe therole of configuraion paameersin ECS and
explainthe use and purpos of the ECS (onfiguration Registry databas and Gaphical Usr
Interface GUI).

Condition - The dudent will be given a copy of 611-CD-600-001 Misson Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemtions ToolsManual and a
workstation consat with accessa ECS software.

Standard - The gudent will use rrectly state the dgpendence of srver configurdions on the
valuesof configuration paametes sored in the ©nfiguration Registry databae andidentify the
ECS onfiguration Registry GUI asthe mean®f making coniguration paameterchangeghat
are authoized by nfiguration Management.

Specific Objective 2 - The gudent will conduct ystem peformance monitdng, to include
checking the health andasus of the netwok and accesng the EDSDIS BackboneNetwork
(EBne)) Web Rge.

Condition - The dudent will be given a copy of 611-CD-600-001 Misson Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemations ToolsManual, and a
workstation consat with accessa ECS software.

Standard - The gudent will u# Whazzup andECS Monitor in accodancewith specified
proceduesand without eror to check thetatusof system rvers.
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Specific Objective 3 - The gudent will peform problem analyis and touble$ooting, to |
include analyis and toublefooting ofthe ystem, analyss andtroublefiooting of commecial
off-the-shdf (COTS) hardware and software.

Condition - The dudent will be given a copy of 611-CD-600-001 Mission Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemations ToolsManual, and a
workstation con®le with acces to ECS software tools including Trouble Ticket,
Fault/PeformanceManagementWhazzup??7Tivoli, ECS Assistant/Monitor, and Management|
Services $ibsysem (MSS) graphcal userinterface GUI) tools.

Standard - The dudent will ug the GUItools without eror in accodancewith applicable
proceduesto peform the required troubleiooting and maintenance activities

Specific Objective 4- The sudent will use the Inventory/Logigical Management (ILM) tool to |
prepae a maintenance woorderand a maintenance woorder modification.

Condition - The dudent will be given a copy of 611-CD-600-001 Misson Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemations ToolsManual, and a
workstation consa with accessa ECS sottware tools including the ILM tool.

Standard - The gsudent will ug the LM tool without error in accodancewith applicable
proceduesto prepake the equired work orderand wok order modification.

Specific Objective 5- The sudent will peform the poceduesrequired for switchoverfrom a |
failed primary procesor to a backup mcesor and svitch back to the pmary procesor uponits
return to srvice.

Condition - The dudent will be given a copy of 611-CD-600-001 Mission Opeation |
Proceduresdr the ECS Rojectand wokstation consats wih accessa ECS sottware tools.

Standard - The studentwill perform the necesry procedues without eror and complete the
initial switchoverin les than 30 minutes

Specific Objective 6 - The sudent will perform the procedures required for general check out |
and diagnas of failures related to opeationswith cugom ECS ftware.

Condition - The gudent will be given twublesooting pocedues a copy of 611-CD-600-001
Mission Opeation Procedues for the ECS Roject 609-CD-600-001 Rleae 6A Opeitions
Tools Manual and a wokstation consle with accesto ECS software tools including Trouble
Ticket, Fault/Peformance Mmnagement, Whazzup???Tivoli, ECS Assistant/Monitor, and |
Managenent Services Sibsysem (MSS) graphical userinterface GUI) tools.

Standard -The studentwill use the inbrmation and available toolsithout eror in accodance
with applicable ppceduesto peform the equired troublesiooting activities

Specific Objective 7 - The sudent will perform the fundions required to €t up and manage |
trouble ticket pocesing, including adminigative ®t-up of user accountsand pivilegesin the
trouble ticket eftware.

Condition - The dudent will be given a copy of 611-CD-600-001 Misson Opeation
Proceduresdr the ECS Roject 609-CD-600-001 Releae 6A Opemations ToolsManual, and a
workstation con®le with acces to ECS software tools including Trouble Ticket,
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Fault/PeformanceManagementWhazzup??7Tivoli, ECS Assistant/Monitor, and Management|
Services $ibsysem (MSS) graphcal userinterface GUI) tools.

Standard - The dudent will ug the GUItools without eror in accodancewith applicable
proceduesto peform the required trouble ticket @inctions

Impor tance

This lesson provides studentswith the knowledge andksls needed dr effective ystem
troublefooting and maintenance athe ECS. It is dructured to povide uful sills and
knowledge conceling ECS opedtion and the toolsfor identifying system problems and
returning malunctioning gstem hadware and sftware to nomal opestional gatus It provides
useful indruction and pratical exercises in mantaining ECS in an opeaationdly ready
condition,and istherefore vital to sudentswho are prepaing for a numberof different postions
with responsbilities in maintaining thatystem readines, including pogions as

e Computer Opeator, Sysgem Adminid¢rator, and Mantenance Gordinator at the
DAAC.

e System Engineer System Test Engineet System Administrator, and Sftware
Maintenance Bgineerat the Syeem Opeational Suppdr (SOS) group or at the
Sugaining Ehgineeing Organization SEO).

e System Engineer System Test Engineer and Sftware Maintenance Bgineerat the
DAAC.
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Configuration Parameters

There ae many confgurable paameters assocted with ECS software. Some of themare setby
default to valuesthat may be appopriate for mog opegting conditions Othes may be et to
valuesthat may ormay not be apppriate for the equirementsof opegtions at a paticular
DAAC. Some paametes may be changed ug ECS Graphical Uer Inteifaces (GUIS)
specifically desgned to monitorand contol functionsrelated to paticular subs/stems Others
may require changego a configurationfile (i.e., edit the fle usng UNIX vi editor) or databas
(typically done by the DatabasAdminidrator). Note: Before changing any coniguration
parameer, make certain ether that it is not unde configuration control or that you hawe
obtainedany necesary approval pecified in local Wnfiguration Management policieand
procedues.

Confi guration Registry

ECS confguration paametes are manageabldy a Configuration Registry. The Qnfiguration
Regstry Server provides a sigle interface o retrieve confguration atiribute-value pairs for ECS
Sewers from the @nfiguration Registry Databas, via a Sybag Sewer. The Configuration
Registry Sever mantains an internd representation of thetree in which configuraion &tribute-
value pairs are stored. Generl configuration parametes used by many avers are gored in
higher nodesin the tee. Paametes secific to a sngle ECS Sever are contained irthe leaf
nodesof the tee. ECS povidesa <ript tool to load the Configuration Registry databas from
data in confyuration files. Once the Gnfiguration Registry is loaded,if the configurationfiles
are noved or othewise made naccesdsile © the sofware, the software goes to the
Configuration Registry to obtain needed cagfiration paametes. Ther is also a Configuration
Registry GUI to view andedit confguration data in the datakmsChangedo the @nfiguration
Registry typically ae underthe contol of the Databas Adminigrator and Configuration
Management.

General Confi guration Parameters

Training lesonsfor specific DAAC functions(e.g., Inges, Production Planningind Procesing,
Data Digribution) addess configuration paametes related to thos functions Table lidentifies
afew of the ECS sibg/stem applicationskey s/stem confguration paametes, known deéults, |
and known deasable valuesalong with known dectsor factors that mayinfluencethe valuesto
which they ae %t. Thisis a vey limited and peliminary repreentation ofa large amountof
configuration paameterinformation that EES is making availablein published and dynamic
basline information. More information, including data on pametes, units of measire,
defaults, recommendationsand ge/platiorm gecific UNIX parametes can be obtained on the
web athttp://cmdmead.hitc.com, in the 920 eriesof Technical Documents
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Table 1. General Configuration Parameters

Applic ation('s)

Parameter

Default
Value

Desired Value and
Known Effe cts/Factors

Various (each application has log
files affected by these
parameters)

ApplLogSize

AppLogLevel

DebugLevel

= 50000 to
= 1000000

Varied; For Ingest, = 50000
For DPS, = 200000

For SDSRV, = 5000000
For DDIST, = 1000000

Discretionary; 0 provides a full
trace recording of all events,

1 provides messages related
to all major events, 2 yields
just records of errors, and 3
turns recording off.

Discretionary; 3 provides a full
trace recording of all events,

2 provides messages related
to all major events, 1 yields
just records of errors, and 0
turns recording off. The Debug
level for SDSRV and the HDF
EOS Server should be set to
2. Level 2 will display
messages when SDSRYV is
making a RPC to another
server or SYBASE. When the
Debug level is set to three,
large amounts of metadata are
output to the log file. For
searches of granules that have
big descriptors (Landsat), the
difference in the search time
can be as much as 30 times
more if the debug level is set
to 3.

10
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Table 1. General Configuration Parameters (conti nued)

Applic ation('s)

Parameter

Default
Value

Desired Value and
Known Effe cts/Factors

EcDsScienceDataServer

DSS_NUM_GEN_C
ATALOGS

SDSRV_CATALOG
_CONNECT_INSTR
UCTIONS

SDSRV_AUTO_INS
PECT_SWITCH

SDSRV_NUM_INT_
SESSION

NumOfHDFServer

15

SQSOnly

On

128

Controls how many
DsMdCatalog objects get
created within SDSRV on
startup; has direct impact on
the number of SYBASE
connections held by SDSRV.

Controls how the DsMdCatalog
connects to the database;
default causes each object to
create only 1 connection.
Setting the value to
"SybaseAndSQS" causes
each object to create two
connections and offers
performance gains by using
direct SQL Server connections
where possible. Do not set to
"SybaseOnly" because it will
then not support spatial data
processing.

Controls whether SDSRV
returns commonly inspected
metadata attributes as part of
search requests; when the
value is "on" a Remote
Procedure Call (RPC) is
eliminated for frequently
inspected attributes.

Controls the maximum number
of concurrent sessions SDSRV
will start to execute asynchron-
ous acquire requests in the
gueue. If this number is set
too low and there are a lot of
Landsat requests, the other
requests may never be
serviced.

(NOTE:. HDF-EQOS Servers
required only at sites doing
Landsat-7 distribution.) Should
be a minimum of 3.

11
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Table 1. General Configuration Parameters (conti nued)

Applic ation('s)

Parameter

Default
Value

Desired Value and
Known Effe cts/Factors

EcDsStArchiveServer

EcDsStCacheManagerServer

CHECKSUMSTATUS

ListenThreads

OFF

Controls whether a checksum
is calculated for each file
inserted into the archive. If
value is ON, this time-
consuming and CPU-intensive
process can have a significant
impact on performance.

Maximum = 125

EcDsStPullMonitorServer

ListenThreads

Pull Monitor is single threaded

EcDsStStagingDiskServer

ListenThreads

Maximum = 125

EcDsStDisServer

ListenThreads

Based on DCE practice of
setting the inbound rpc queue
to no more than 8 times the
number of Pull Monitor listen
threads; if there are more than
8 FtpDis listen threads, some
of the requests sent to Pull
Monitor may be lost.

Maximum = 125

EcDsStD3Server

ListenThreads

Only one request can be
processed at a time.

EcDsSt8MMServer

ListenThreads

Threads for each request from
DDIST for media distribution,
plus extra for pinging the
server; value can be up to 30.

Although Table 1 addesses many impotant confguration paametes, it doesnot povide an
exhausive list, even of gened configuration paametes. The valuesasigned to system
parameters canaffect ECS funcioning and peiormance. Any changeshat are consilered nust
be nvesigaed n view of anicipaed changesni the way the sysem opeites. When
troubledooting system problems it may also be helptil to detemine whetherthee have been
any recentchangedo system paametes that could be asponsble for impaired peformance,
andto reset sugpect parametes to detult and/orrecommended valuggsoorinating with the
Databas Adminidrator or Configuration Management Adminisator asappiopriate.

12
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System Performance M onitoring

Thekey to mantaining ECS in an opeationdly ready date is effective paformance monitoring.

e System opeators — close monitoring of progress and satusof system and gbs/stem
functons hatare the focus oftheir jobs.

- Notice any sepus degadaton of sysem performance hathas anmpacton their
abilitiesto conduct theijobssuccesfully and meet us needs

e Sydem adminigrators and gstem maintenance pgmnel- monitor overal system
functionsand peformance.

- Administrative and mantenance oveasight of g/stem.
- Watch for sysem problem alerts.
- Use monitoring tooldo aeate special monitoring @pabilities.

- Check br notificaion of sysemevens.

Accessing the E OSDIS Backbone N etwor k (EBnet) Web Page

The EOS Misson Suppar Netwolk (EMSn), formerly Ebnet,is a Wide AreaNetwork (WAN)
thatprovides in combination with otheinditutional and public netwdss, connectivity between
geogaphically disributed BEOSDIS facilities to support ECS mision opedtions and data
production tinctions Specifcally, its functionsinclude:

e provides connectivity between the G DAACSs, the EOS Data and Opemtions
Sydem (EDOS) failitie s, affiliated daa centers, and othe designaed EOSDIS stes.

» servesasthe inteface between BOS the DAACs and the NA® Intemet (NI).

e transpoting spaceaft command, contol, and sotnce daha naionwide on a
continuousbass, 24 hous a day,7 daysa week.

e trangorts real-time misson-aitical daa related to thehedth and sfety of on-orbit
space sysims and aw science tlemetry as wel as predaunch testing and launch
suppot.

e transpots science dad colleced from spaceait instuments and vaous kvels of
procesed sciencedata including expedited datets production dataets, and ete-
buffered science data.

e provides wide-area communicationsthrough common caier circuits for intemal
EOSDIS communications

e interface b Exchange local Area Netvorks (LANS) which provide communicaions
bewveen he WAN and die-specfic LANSs.
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The NASA CommunicationgNasom) organization at GodddrSpace Fight Center(GSFC)
maintains a home pagefor the EBnet (see Figure 1) on the Woid Wide Web athe following
Universal Resouce Locaion (URL):

e http://benoulli.ggc.nasagov/EBnet/.

This web site provides an ovewiew of the BBnet aswell as curent data on itssatus and
performance. Consquently,it canbe a usful source of information when you & monitorng
sysem performance. To accesshe BBnetWeb Rge, use he fllowing piocedue.

Accessing the EOSDI S Backbone Network (EBnet) Web Page

1

On wolkstationxOmsh##, at the UNK prompt in a teminal window,type Netscape at a
UNIX command pompt and then s theReturn/Enter key.

e NOTE: The x in the wokstation name will be a lettedesgnating your ste:
g=GSFC m = SMC, | =LaRC, e=EDC, n=NSDC, o = ORNL a = ASF,
] =JR.; the ## will be an identifying two-digit numbe (e.g., I0msh03 indicaies a
managementesvicessubg/stemhp woikstation at 1aRC).

e The garting page dected to appeavn launch othe bowser is digplayed.

Click on theLocation window ofthe garting page.
e The conénts of theLocation window ae highlighted.

Enter http://bernoulli.ggc.nasa.gov/EBnet/ in theLocation window.

Press heReturn/Enter key on the keybodrt
e The EOSDIS Backbone Netwdte (EBnet) home page idisplayed.
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Figure 1. EBnet Home Page

Loginto ECS

Many system monitomg and toublefiooting pocedues require logging into ECS, and may
involve remote accesto didributed hotss. When log in isrequired in the many mcedues
specified in thislesson, the proeeduresmply gtates "Log in to thehog for . . ." or "At the UNIX

promptonthehog for . .." to avoid needlesrepetition of gdepsthat ae likely to be well known.
The login geps usng the gcue shell (ssh) protocol, are presented oncehere for reference.
Thes gepsasume that the opetor is logged completely out dhe ystem at the beginningTo

log in, use the bllowing procedue.
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Login to ECS

1

To accesthe dektop envionment,enteryour user ID and pasword at the initial sreen.
e The G@mmon Dektop Environment CDE) is displayed.

To acces a UNIX teminal window, select "Temminal” from the pullup menu at the
arow button at the bottom @he window.

e The G@mmon Dektop Environment CDE) is displayed.

If you will want to diplay a Gaphical Usr Inteface(GUI) at the local terminal, it may
be necesry to typesetenv DISPLAY <local teminal ID (e.g., ip addes>:0.0 and
then pess heReturn/Enter key.

e The DISPLAY vaiable may default to thedesired temind; to check it, type echo
$DISPLAY, and then prss the Retirn/Enter key.

- The st vaue of theDISPLAY variable isdisplayed.

To start thelog-in to thedesired remote hog, type /toolshbin/ssh <hogname> and then
press heReturn/Enter key.

e If you receive the messge, Host key not found from the list of known hods. Are
you sure you want to cortinue comecting (yesho)? typeyes(“y” alone doesot
work).

e If you have pevioudy set up a scue shell pasphrae and executedsiremote, a
prompt to Enter passprase br RSA key '<user@ocalhos>' appeas; continue
with Step 5.

e |If you have not mvioudy set up a gcue shell pasphrase; go to Step 6.

 Note If youneed to log in to theemote hosasan account othahan yousdlf (e.g.,
root), the ssh command t&es the form ssh-l <account> <hogname>.

If a pompt toEnter passghrase br RSA key '<user@ocalhog>"' appeas, type your
Passhrase and hen pess heReturn/Enter key. Go to Step 7.

» The pomptindicats successf log in to the seécied host

At the <user@emotehost>'s password: prompt, type yourPasswod and then pss the
Return/Enter key.

» The pomptindicats successf log in to the seécied host

Log in iscomplée.

16 625-CD-617-001



Checking the H ealth and S tatus of the N etwor k

ECS isheavily dependent on thee of computemetwoks. Whazzp??? $ a menagenent tool
that providesopestors and maintainerwith a meanof monitoing and checking the netwaor
for quickly identifying pats of the netwok that may have pblems and br isolating faults on
the netvork. It is a webbased apptaion, and s therefore accessed byneansof browser
softwatre. It providesthe bllowing genedal featues

 hod and mode viewsf netwok resources

e dtatusinformaion onresources (indicated by @lor coding: purpleindicates inability
to ping the pecified hos blue indicatesncomplete data collectiomed indicateshat
the severis down,and yelow indicaies hata waning threshod has been exceeded

e peformance monitoring @pability.

Another set of tools for monitoing and managing networesourcesis ECS Assistant and its
companion, ECS Monitor, which offer:

e ingallation sippot.
e indication ofnetwok and grver datusand changes
e easy-to-use capability to ping dl servers.

Figure 2 showsthe welcome geen br Whazzup.The welcome geen hasuttonsand linksat
the bottom permitting an opeator to viev satus by vaious means (e.g., hog, modsg, verify
modesandview whatsewrers may be down,and access dabn peformance. Figure 3 shows an
example ofa view,obtained byclicking on the Performance link at the bottom of thewelcome
screen,listing varousperformancestatistics for the hoss in a gble with one ow for each host
This screen povidesa quick oveview of the ystem gatus if Whazzupis unableto ping a hog,
therow for thathod is highlighted in puple. Figure 4 iowsan example o& view,obtained by
selecting "What'sDown" from a menu activated by clicking on tkerify Mode button at the
bottomof the screen, showing servers that are down in thedifferent mode. This view will also
identify any hoss that Whazzup isinable to pinghighlighting theirentiesin puiple.
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Figure 2. Whazzup Welcome Screen
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Starting Whazzup and Moni toring the S tatus of H osts and S ervers

The Whazzup??? tool &cesible thiough ug of a web bowser. To acces thetool andobtain
a quick view ofwhat ®rvers may be downuse the bllowing procedue.

Start Whazzup and View Whats Down

1 On wolkkstation x0ins02, at the UNK prompt in a teminal window, type netscape &
and hen pess heReturn/Enter key.

e NOTE: The x in the wokstation name will be a letter dgmating your ste:
g=GSFC m =SMC,| =LaRC,e=EDC,n=NSDC, 0 = ORNL a=ASF,j =JR
(e.g., 10insO2 indicates anmterface hostwvorkstaton atLaRC).
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2 In the locationikld, typehttp:// x0ins02u:5150 and pess theReturn/Enter key.

e NOTE: The x in the wokstation name will be a lettedesgnating your ste:
g=GSFC m=39MC,| =LaRC,e=EDC,n=NSDC,0 = ORNL a=ASF,j] =JR
(e.g., 10ins02 indicates an mterface hostvorkstaton atLaRC).

e The EcMsWz-Whazzup??? screen isdisplayed.

3 At the bottom of thescreen, click on theVerify Mode option button ad, in theresulting
pop-up menugdrag the cuwor to highlight the option Whas Down.

e Thescreendisplaysa table Bowing Required Servers Curently Down . . ., listing
by mode theavers that ae down.

4 Movethemoug to pogion the cusor on thePerformance link, click the Right Mouse
Button, and setctOpen Link in New Window.

e The Performance Sats screen isdisplayed in a new windowshowing information
that may help detarine the ea®n for any ®rvers being down.

5 If desred, click on the link br any hosto obtain moe detailed inbrmation.

e An information screenfor the ®lected hoskis digplayed, showing data on ystem
memory, disk utilization, proaess informaion, and neéwork informdion.

ECS Assistant and E CS Monitor

The Whazzuptool providesa quick look capability to note whethany ®rvers are down.The
ECS Assistant and ECS Monitor tools provide additional easto-use tools that ofer a srver
monitoiing and ping capability ECS Monitor) as well as suppot for indallation ECS
Assistant). ECS Assstant pemits staging ESDTs and DLLS into ther directories
(CUSTOM/daa/ESS for ESDTs and CUSTOM/IIb/ESS for DLLs). Figure5 shows the ECS
Assistant GUI for acces to managerfunctions (upper left) and the ES Assistant sibs/stem
managelGUI.
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To run the EES Assistant, use the dllowing procedue.
Starting ECS Assistant

1
2

Log in to one othe hos machines

At the UNIX prompt on the hasfrom which the ES Assistant isto be un, type seenv
ECS_HOME /us/ecs, and hen pess heReturn/Enter key.

e To veify the stting, type echo $E£S_HOME, and hen pess he Return/Enter
key.

At the UNIX prompt, type cd /toolsl/common/ea and hen pess he Return/Enter key.
Then type EcOAssst /toolsicommon/ea &, and hen pess he Return/Enter key.

e /toolscommon/ea is the pah whee ECS Assistant is indaled, and dso where
EcCoSciptlib may be éund.

e The ECS Assitant GUI is dispayed.
At the ECS Assistant GUI, click theSubs/stem Manage pushbutton.
e The Subgstem ManagerGUI is digplayed.
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5 Select a mode by clicking on the dowmoav at the ight end ofthe Mode field and then
on thedesired modenamein theresulting list.

e The slected modeis digplayed in theMode field and coloed indicatos show the
ingtallation gatusfor componentsn that mode on the higghe legenddr the color
indicationsis at the loweright on the Sulystem Managerwindow.

6 In the lig of subs/stems double click on the name dfe sibg/stem ofinterest.
e One ormore component grupsappeatelow the gected sibs/stem name.

7 Double click on the name @ component gup.
e One ormore application goupsappeatelow the glected component gup name.
8 Double click on the name difie application giup ofinterest.

» The applicationsor servers in the glected goup ae liged below thenameof the
group.
9 Single click on the name @in application ogerver of interest.
e The €lected application ogerver is highlighted.

e Detailed inddlation informaion isdisplayed in thelnstallation Statistics window.

### Slide 16

ECS Monitor providesa convenient way to monitothe gatusof the ®rvers by listing their
up/downcondition. The ECS Monitor GUI is shown in Figue 6; the &tusflag for a ®rveris
up or down indicating whetheor not that srver is running,and br a ®rver that isrunning, the
window $owsthe poces ID (PID), the user ID, and the &t time. The ECS Monitor alo
includesnearthe top ofthe window a button labellecdsping all servers .. . tha pamits an
opeitor to ping all grvers. Figure 7 siowsthe esulting ECS Monitor cdsping window.
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hMode: TS3 Hostname: t1p7] 01
Subsystem: User ld: cmshared

Companent:

Thu Mow @ 15:03:53 EST 2000

Exit | Update Maw | cdsping all servers.. | W Auto Update
SERVER STATUS FID USERID START TIME &
EclpPrleletion TI0LIM
EclpPrJobMomt TIOWN
EcP10dHgr 1P 232493 cmshared 2000711408 17:38:51
EcP15ubMar IRP 18500 cmshared 2000711407 15136144

Figure 6. ECS Monitor GUI
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r (cdsping)
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ECS Monito
On

Server Status
EcAcOrdertanagerib,j timss06 iz listening
EcCzlandsat?Gateway tlins02 iz not listening
EcCzRegistry t1licgh3 iz listening
EcImDictServer tlinsol iz listening
EcDmEcsToYOGateway tlinsOl iz listening
EcDmLimServer tlingfl iz listening
EclpPrleletion tlzpsl2 iz listening
EcDpPrJobHgmt tlzpsl2 iz not listening
EclslistributionServer t1dpsil iz listening
EclsHdfEozServer 1 _GL tLluwkgll iz listening
EcDsHdfEosServer_1_G2 tlwkgll iz listening
EcDsHdfEosServer_1_G3 tlwkgil iz listening
EcDsHdfEasServer _2_G1 tlwkgil iz listening
EcDsHdfEosServer _2_G2 tlwkgil iz listening
EcDsHdfEosServer _2_G3 tlwkgil iz listening
EcDsHdfEosServer _3_G1 tlwkgil iz listening
EcDsHdfEo=Server _3_G2 tlwkgil iz listening
EcDsHdfEo=Server _3_G3 tlwkgll iz listening
EclsSciencellataSerwverGl tlacs03 iz listening
EclsSciencellat aServerG2 tlacs03 iz listening
EclsSciencellat aServerG3 tlacs03 iz listening
EclsSciencellataServerGd tlacs03 iz listening
EcD=StEMMServer t1dpsil iz not listening
EcDzStArchiveServerAChd tlacghd iz not listening
EcD=StIZ5erver t1dpsil iz not listening
EcDzStFtplisServer tlacghd iz not listening
EcDzStFtplisServerIRP3 t1drgl3 iz not listening
EcDz5tIngestFtpServerACid tlacghd iz not listening
Ecl=StPrintServer t1dpsil iz not listening
EcDi=StPullMonitorServer t1lacghd iz not listening
Ecl=StRequestManagerServerFRI  tldpsil iz listening
EclieStStagingliskServerACid tlacghd iz not listening
EclieStStagingliskServerICL3 tlicgh3 iz not listening
EclsStStagingMonitorServerfCid tlacghd iz not listening
Ecl=5t5tagingtonitorServerIRP3 t1drgh3 iz not listening
EclGuwIARServer tlins02 iz listening
EcInfuto tlicgl3 iz not listening
EcInGran tlicgl3 iz not listening
EcInGrant tlicgl3 iz not listening
EcInGranl tlicgl3 iz not listening
EcInRegtgr tlicgl3 iz not listening
EcIofAdServer tlins01 iz listening
EcP10dMgr tipls0l iz listening
EcP10dMgr tiplsllu iz listening
EcSbEventServer tlins02 iz listening
EcSbSubServer t1lins02 iz listening
MzAcReglzertar timss06 iz listening
MzAcUzrProfiletar timss06 iz listening
MzAcUzrRequestiar timss06 iz listening
f-1

Figure 7. ECS Monitor cdspi ng GUI
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To gart up the EES Monitor GUI, use the bllowing procedue.
Using the ECSAssistant Server Monitor

Log in to one othe hos machines

1

At the UNIX prompt on the hasfrom which the ES Assistant isto be un, type seenv
ECS_HOME /us/ecs, and hen pess heReturn/Enter key.

e To veify the stting, type echo $E£S_HOME, and hen pess he Return/Enter
key.

At the UNIX prompt, typecd /toolslcommon/ea and hen pess heReturn/Enter key.
e /toolslcommon/eais the pah whee ECS Monitor isingalled.

Then type EcCoMoitorGui /toolscommon/ea <mode> &, and then s the
Return/Enter key.

e /toolslcommon/eais the path whex EcCoSciptlib may be éund.

e The ECS Monitor GUI is displayed, showing the tatus (UP or DOWN) of the
sewrers on the curent hostin the node spedied in the conmand, as ndicaied near
the top lef comer of the window.

e The satus “UP/DOWN?” indicateswhethera liged ®rver is running.

To see which hoseach erver is running onclick thecdsping all servers...button.
e The ECS Monitor (cdsping) GUI is displayed.

e The hos name br each unning erver s listed, and whethepr not it islistening. ‘

Both the Server Monitor and cdsping GUI can be updated by clicking thapdate
button in theGUI.

e Thiscausgsthe lig to update to the crent datus

To monitor other servers, log in to otherhods and launch the €S Monitor GUI in the
desred mode,asin geps2-4.

To exit, cick theEXIT button.

e Thisterminaes display of themonitor GUI.

Tivoli Managem ent Environm ent

Another powerful COTS program used to monitor the gstem is Tivoli Management
Environment. Verson 36 is the curent veision indalled at the DAACs Tivoli is bagd on a
core program, Tivoli Framework, to which spedic user appicaions ae added d meet
managementand monitoring requirements Thes applications when conigured for specific
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ECS functions provide detailed indrmation and notitation of eventson a pogrammable
polling bass.

Specfic Tivoli Environmentappicaions usedn ECS are:

e Tivoli Enteprise Conole. A rulesbasd management application that colleci
proceses, and automaticallyaspondsto common management events

e Tivoli Software Distribution (previoudy Tivoli Courier). A management applicatiol
that provides for the distribution and intllation of software on machinesin a
hetengeneousetwoking computing envsnment.

e Tivoli DistributedMonitoring (previoudy Tivoli Senty). A management applicatiol
for monitoling g/stem and applicatioresourcesand geneating eventsandalarmson
a nawork-wide basis. It provides availability data and peforms automaed actions
basd on the monited data.

Tivoli Managerent Environment when used n conuncion with Whazzup??? an&CS
Monitor, can provide detailed,current dataon gystem gatus Fgure 9 depictgshe component
relationship of Tivoli Management Bvironment and the tee applicationsised in ECS.

TME 10
User
Administration

Tivoli/Plus
Modul es TME 10
Third Party 4 Software
Products ) Distributi on

TME 10
Frame work

TME 10
Inventory

<

‘i’ME 10
Enterprise

Console TME 10
Distribute d
Moni tori ng

Figure 9. Tivoli Managem ent Enterprise Components
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Tivoli Management Region

The core of a Tivoli ManagemenEnvironment isthe Tivoli Management Bgion, or TMR. It
conssts physcally of a pimary Sewver and itsclients In ECS, the TMR is nomally installed on
the MSS Sever. As an examplefor GSFQ it is located on gOnt€®8, and br the VATC it is
installed on t1mk01.

Complete installation ingructions and eleag notesfor Tivoli Management Bvironment,
Version 3.6 Upgradefor the ECS Poject, are contained in the & Pioject document 914DA-
043-REVO01.

The program is accessedby vaious kevels of administrators. During ins@llation, the nsaller
assumes the highest level of adminidrator, the Supe Administrator. After installation, othe
adminigtrators ae creatd and povided spedic auhorizaion roles asrequired, suchas Senior,
Admin, and Ugr. Adminidrators can only ceate other adminigrator accountsthat have
capabilities equd to, or less than, thar own level.

Figure 10 illustratesthe Tivoli Statup reen,which appeas briefly upon sarting the pogram.
The Adminigrator Desktop, illustrated in Figure 11, is displayed immediately after the
appeaance ofthe Sartup sceen. As shown m Figure 11,the Deskbp screenfeatresicons
which pemit acces to vaiousadminigrative functions

Figure 10. Tivoli S tartup Screen
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. TME Deszktop for Adminiztrator cmehared [cmzhared@t] meh01._vatc.ecz naz... [li[=] B2

Desktop Edit Miew Create Help
A
)
Motices cmzhared EventServer timshil-region
¥
Find Next| Find AL | |}

—Operation Status:

| T

Figure 11. Tivoli TME Administr ator Desktop

To run Tivoli, execué the pocedue seps hatfollow:
Tivoli startup procedure

1
2

Log in to ahog mechine

At the UNIX prompt on the hdsrom which Tivoli is to berun, type setenv DISPLAY
hogname0.0 and he pess he Return/Enter key. Note If the hod has been remotdy
accessed wi ssh lhen do notuse he seenv DISPLAY command agan. Doing so will
compromise sysém secuity.

e Thehogname is the name of themachine on whid Tivoli is to be displayed, i.e., the
machine you & usng.

e To veiify the stting, typeecho $DISPLAY and hen pess he Return/Enter key.
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3 At the UNIX prompt, usng scue shell, log on to the ivoli hog, xOmsxx. Type ssh
xOmshxx and hen pess he Return/enter key. Enter <your pasphrase> and hen pess
theReturn/Enter key.

e You ae logged into the ivoli hog machine.

4 Typecd /etc/Tivoli and hen pess heReturn/Enter key.
e You ae in the Tvoli directoly on ho$ xOmshxx.

5 Typesouce seup_ernv.cshand hen pess heReturn/Enter key.
e The envionment vaiablesfor Tivoli are .

6 Typetivoli —f and hen pess heReturn/Enter key.

e TheTivoli Statup sreen gppears brigflly, followed by the TME Adminigtrator
Detop.

Tivoli Policy Region

Monitoring of system resourcesusesdisplaysthat ae olganized analogou® a hiearchical file
structure. Accesed through the togevel policy egion icon, displayed on the Administrator
Destop (Figure 11) subequent sreensdisplay pecific hoss andagents A policy regionis a
specal collecion of resourcesthat shae one ormore common polcies. An admnistrator can
create pecial sibolicy regionsto monitorspecific arasof interest. Policy sub+egionscanbe
arbitrarly neged and can contain any desl st of managedasources

Figure 12 and Figure 12a show the Policy Region content ér the VATC system underTMR
timd01. It hasbeen populated with the individual k®&nd othermanaged asources under
Tivoli management puiew.
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Policy Region: tlmsh01-region

Figur e 12a. Policy Region content for tlmshO1l in the VATC, conti nued
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Distributed Moni toring

The component ofivoli Management Bvironment that gablishessystem monitoing ciiteria
is the Tivoli Distributed Monitoring application. Tivoli DistributedMonitoring checksthe status
of a varety of netwoked resources such assystems applicationsandproceses. Throughthe
use of profiles, Distributed Monitoring enables system adminidrators to st monitoring poliy
andto changemonitoring parametes for any numberof related, remote ystemsfrom a sngle
location. Distributed Monitoring profiles alo defne automatedespon®s The® respongscan
be as smple aschanging the tatus of an icon orsending Email to an adminisator, or as
complex asending an SNNP trap orrunning a usr-specified pogram orscript.

Key itemsthat can beet for any given monitoare:

Set the espone level.
Determine monitor trigge.
Send a ivoli Notice.
Activate a Popip Window.
Change an icos gatus
Send Emal.

Log to afile.

Run a pogram.

An exampleof a monitorprofile is shown in Figue 13. It is the pofile edit £reen ewblishing
a Daemon Mnitor on the VATC hog tIms$01.

=] Bk [} Erftrii=t
"a_.-' J [REFEPRL Y TRS At T

& Teed Tisls B - —| 4 Popgp Bbe || o Deege heon '|_rrl:|.-.|

= msd emnil 4 ||

5 Log va Frlan f1 Filer |
& vt 3 b | e |
4 Nm prograsi [ |
o O aribecrd et ot ot [] e |
' Sand Erbarpris Comele sk [eigieal n..-.-:[r.eﬂs.-.. ; B |
e Paraage S| S Busribein o, | St eitarie S,

Charsm & [l Carcul Fmlr .o

Figure 13. Daemon Moni tor Profile Edit Page
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Multiple monitoring profiles can be created and didributed across severa hods. Figure 14
showsa patial profile managescreen br peformance monita and theirrespective hots.

> Profile Manager

Profile Manager Edit  Yiew Create

Help
0 | |
EE Profile Manager: Performance Monitors
Profiles: -

EcMngSdbdgent cpu_dséd Cic

disk_io
ﬁ -E: - ﬁ
1uad;adg must_Fuil;disk

netwurk_calfisiuns
@?ﬂ

Num_procs =WAp_space

=N

tiv_db_free T
Find Next| Find Al1| |}
Subscribers:
d @ @ 4 4 @ I
e | e | e | e | e | e |
551 SOL&RIS SOLARIS SOLARS SOLARIS 551 =B
tlacgll tlacs02 tlacs03 tlaizll tlai=z03

4 @ 2 Z 2

o
=
[
s}
o
=
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[
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g} S L) Moy e
SOLARIS SOLARIS SOLARIS SO0LARG SOLARIS 551 =B -
tlcodel tlca=01 t1dm=z02 tldp=dl t1dp=i4 t1drgil t1icgll
4 & [ # L & Ld

Find Next| Find 11 |1

Figure 14. Performance Moni tor Profile Manager screen
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Administrators can als detemine monitorprofiles asigned to pecific hogs. Figure 15 sfiowsa
portion of the monitorprofiles active on hastlmg$01 in the VATC.

2 timsh01

Managed Node Edit  Yiew Help |

EctsAgSubfgent Btinshol disk_ioRtimshil

< S

i

luad_augétiﬁshﬂl must_Full_disE@tlmshﬂl network_col lizionzitinzhil
num_prncsétimshﬂl swap_spacé@£1m3h01 tiu_db_Freé@ilmshﬂl

= |

Find Mext| Find a1l |]

Figure 15. Monitor Profiles active for t1msh01

To deermine Montor Profiles actve on a spetic host execué the pocedue seps hatfollow:
Display Active Tivoli Monit or Profiles procedure

1 Stat Tivoli usng the Tivoli Statup Pocedue.

e TheTivoli Statup screen gppears temporaily, followed by theTME Adminisrator
Detop sreen Figure 11)

2 Double<lick on the egion icon to diplay Policy Rgion components
» A scrollable window ofcomponentss displayed Figure 12)

3 Double<click on any component icon.
e A scrollable window ofMonitor Profiles is displayed Figure 15)

4 Double<click on any specific Piofile Monitor icon to detemine pofile chaacterstics
(Figure 13)
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Tivoli Enterprise Consol e

The componentof Tivoli Management Bvironment that mvides the inteface br system

monitoring isthe Tivoli Enterprise Conle.

It monitors events defined by the adminidrator

acoss individual or groups of items An event isany s$gnificant change in thetage of an
applicationor system resource, such asa netwok or hog. The Bvent @nle isthe inteface
thatan adminigrator usesto receive notiication of eventsand to espond to events An Event
Group isdepicted in the ¥ent Goupsevent congle dialog. There isone iconfor eachevent
group thatis monitored. Figure 16 showsthe Tivoli Entemprise Conle Event Goupsfor the

VATC.

Event Groups

> TME 10 Enterprise Conzole

Options

Help

Event
Groups

System WARMING

Security  WARNING

Performance  WRARMING

Netwark

Custom

ALl HARWIMG

Figure 16. Tivoli Enterprise Consol e Event G roups

As in previous hierarchical diplays the Entemprise Conle iconscan be tepped though to
determine specific errors in addition to any progranmed notifications as determined by the

administrator.
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Problem Analysis/Troubleshootinge

Although ECS is desgned to be aabus computernetwok system, the complexity ofits
hardware and software componentsand intefacesprovides a wealth ofpotential surces for
system failures or other nonconformance poblems Fortunately,the toolsavailable in ES
provide ®vera avenuesof asistance to help you detect andlate problemsin the system.
Furthemore, ther is an accuralating informaton base atthe web site for the System
Monitoring and @ordination Gnter (SMC) that may povide helptil ingghtsandtipsin solving
sysem problems. The URLfor the SMC site is http://mOmss01.ecsnasa.gov/snc/. At the ste,
click on the link br Frequently A&ked Quesons (FAQ).

Analysis/Troubl eshooti ng: System

Someof the Commecial Off-T he Shef (COTS) ftware produds tha are pat of ECS provide
alerts or wamings whenhere ae sysem problems. For exanple;

e Whazzup???
- color alerts to indicate poblens.
e AutoSys/Xpert.
- color/auditory dertsto indicate job gatudfailures.
e Tivoli.
“thermometet icon showing high tempexture to indicate dilure.

Many of the COTS productsas well asthe ®ftware developed pecifically for ECS geneste
error mesagesand event meagesto indicate emors and satus The intepretation of thee
mesages and sugges$ed cormrective actions can be dund in 609€D-600001 Releae 6A
Opemations Tools Manual Some poductsal®o geneate logsto captue and provide more
detailed inbrmation about indicated pblems (e.g., Tivoli Entemprise Consle g/stem
monitoiing log,with a focuson oftware events.

As is ever the cas with a complex ystem, the efectivenes of troublefooting depend®n
knowledge ofthe ystem and itsdocumentationapplied systematicallyto diagnog problems
Your knowledgeand skill may be called upon only tdr a u®r or an opeator has already
attempted eme poblem slving (e.g., bagd upon eror mesages displayed diectly to the
screen) and then gbmitted a touble ticket. The effectivenes of your trouble$ooting is
maximized by:
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thorough documentation d@he poblem.

- daeltime of problen occurrence.

- hadware/software.

- initiating conditions

- symptoms including log entiesand mesageson GUlK/screens
verification.

- identify/review relevant publicationge.g., COTS product manuals ECS tools
and poceduesmanual}.

- replicake poblem
identification.
- review product/sibs/stem logs
anaysis.
- detailed eventaview (e.g., l0gs).
- trouble$ooting pocedues

- dderminaion of cause/action.

Analysis/Troubl eshooti ng: COTS Hardware

The ECS hardware is compo®d dmog entirely of commaecial, off-the-shdf (COTS) produts,
for which thee ae vendormaintenance waanties and/or COTS hardware suppot contracts
Whena system problemis discovered, there is an initial toublefiooting/diagnatics procedue
to befollowed whidh is geneic — i.e, not limited to hardware problens. However, when a
hardware problemis indicated,the pocedue refers the poblem to the Mintenance Gordinator
for hadware corrective maintenanceSysem trouble$ooting toolsand pmciplesapply:

Whazzup???0f quick assessentof status.
Application and debug loger sequence okvents
Initial trouble$ooting.

- Review eror mesage againshadware opegator manual.

Verify connedtons power, nework, interface calss).

Run intenal ystemsand/ornetwok diagnoscs.

Review system logsfor evidence opreviousproblems

Attempt ystem eboot.
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- If problem is hadwar (e.g. software has been working and reboot is
unguccesful), report it to the MaintenanceCoordinator—i.e., refer problemfor
prepaation ofa maintenance WkrOrder in Inventok/Logigical Management
(ILM) software.

The ILM Tool

The ILM tool is onegpplication of XRP-II (the other is Basdline Manager. The man screen of
XRP-II, illustrated in Figurel7, pamits accessd four menus (Note: Dependng on he access
level established for you by theXRP-II adminidrator, you mg not hae accessd al of the
menus:

e Baselne Managenment menu provides accessotfuncions for maintaining contol
item and bill of maerial information.

e |ILM Mai n Menu provides acces®tfuncions br Invenbry/Logistical Managenent
(ILM) services including enty and management &IN (Equipmentldentification
Numbe) information and management thfe HN sructure for the ECS inventor, as
well asently of maintenance WarOrders and othemaintenanceecods

e Sydem Utilitie s Menu provides acces®tfuncions br maintaining information that
gpansfunctional domainsand br importing and expding recods

e Sydem Tools menu povides accestfuncions br managng the secuty, heath,
and configuration of XRP-II.

39 625-CD-617-001



|
— XRP-Il — Baseline User 4]

ECS Management System
mainm Main Menu 0771772000 13:28

1. Baseline Management

2. ILM Main Menu

3. System Utilities Menu

4. System Tools

Please enter selection (1 - 4 or name): ________

TIF1-help F3-prior menu F5-select F8-exit

Figure 17. XRP-Il Main Menu S creen for Baseline Manager and
Inventor y/Logi stical Managem ent.

The userinterface br XRP-1l is a Character User Interface CHUI). The varous sceens ag
accesible through navigation of a hiearchical menu sucture. Figure 18 illugrates that

structure for ILM. Data concaring maintenance actiowsn be addednodified, or deleted by

selecting an appropride daa entry sreen from the Maintenance Menu. Data entry <reens
permit modification of the master file (or ctalog) thd describes mantenance actions
individualy. Each sceen accesses a paular setof recods and coratins a unjue sebf fields
comesponding to an itens clas. All screensfunction in esentially the same way, and use
bottom-line commands such as thos shown in theWork Order E ntry screen illustrated in
Figure13. A bottom-linecommand isexecuted by typing itsfirst letter, or, in the case of those
preceded by a ath (), by typing the shsh andte first letter.
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Figur e 18. XRP-II Hierarchical Menu S tructur e for ILM.e
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Figure 19. ILM Work Order Entry Screen.e
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A problem that isnot resolved though initial toublefiooting will often require trouble$ooting
teamwok by the Maintenance ©Gordinator, the Sytem Adminidrator, and pehapsa Netwoik
Analyd. The® troublefiootes may peform additional sepsto resolve the poblem:

e gpecific troublefiooting poceduesdegribed in TS hadware manuals

e non+eplacenentintervenion (e.g., adusiment).

» replace hadware with maintenance spam.

locally purcha®d (on-stocked)item.

instlled (hotswappabé, excess capay) spaes €.g., RAID storage, power
supplies netwok cards, tape dives).

If the hadware problem isnot resolved by the actionsf the local s&aff, it may be necesry to
reques asistance though the Mintenance Gordinator from amaintenanceontractor for on-
dgte hadware suppot. Suppos, for example,that you are a MaintenanceCoordinator and
Whazzup??? hasndicated a pblem with one ofthe Sun wdkstations that initial |
trouble$ooting fndsthe wokstation to be inopeble, that a hadware problemreport hasbeen
forwarded to you,and that you and Stgsn Adminigrator cannot esolve the poblem though
additional touble$iooting. That wokstation ishad down. The corect appoach is

* Organizethe dataon the problem and us ILM software to prepae a maintenance
Work Order.

e Call the suppot provider s technical sappot centerto obtain onsite asistance.

Provide them with the backgund data.
Obfain a casedference nunberfrom them

Updae the ILM record to rdlect the time and dae of the call and the case
number

Notify the orginator of the poblem that the cordictoris on the way.

» Arrange Dr site accessdr the maintenance échncian.

Record arival time.
Escort techntian b hadware.

Assist in problem esolution (e.g., arange equipmenshutdown, demongrate
problem)

Obtain any needecethntal references hatare avalable atthe ste.

e Updae the ILM record with ations taken to @rrect the problen and dday time
experenced or the iepair, including $art/stop timesand ea®nsfor each delay
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e For any eplaced par update thellM recod with additional appoting data Work
Order Parts RephcenentHistory).

Pat numberof the new item.
Seiial numbes of the old and new items

Equipment Identification Numbe (EIN) assgned to the new item (if
appicabk).

Model number of replacenent Line Rephceabd Unit (LRU). [Note: If the
model number of the replacenent LRU is different from the partt removed, a
configuration charnge request (CCR) is required for configuration managemnent.]

Name of the tem replaced.

The following proceduesare applicable to help you implement tligpioach.

In prepaation to eques onsite hadware suppot from the maintenance coattorto repair the
down Sun workstation, use the following procedue to obtain the backgund inbrmation

needed.

Obtaining On-Site Hardware Support: Background Information

1 Collect information needed to obtain coatt maintenanceuppot.

e Obtan make, modedl, serial number, and location of the failed s/stem from the
hadware databas

e Obtain desription of problem and gmptomsfrom the problemreport.

» Identify thecriticality of the GOTS hadware experencing the pwblem.

2 Determine mantenance provide daa.

e Obtan name, andtelephone number of the maintenance pvider.

e Obtan access coeneeded to obtairuppot.

e Obtan telephone number of the sippot provider s technical appot center

e Obtan name of ste authoized contact peon.

Once you have collected the backgund inbrmation you need to contact the maintenance
vendor make the contactand then entera Wok Order recod into the LM tool. Use the
following procedue.
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Use ILM to Prepare a Maintenance Work Order

1

On wokdstation xOmss##, at the UNK prompt in ateminal window, type ilmusr
<ipaddress> xterm at a UNK command ppmpt and then s theReturn key.

e NOTE: The x in the wokstation name will be a lettedesgnating your ste:
g=GSFC m = SMC, | =LaRC, e=EDC, n=NSDC, o = ORNL a = ASF,
] =JR.; the ## will be an identifying two-digit numbe (e.g., ednss@ indicaes a
managementesvicessubg/stem wokstation at EDC).

e A oript is executed which ddermines the opeator’s termind type from the
environment,promptsfor a teminal ID, and etblishes a Baseline ManageflLM
opeating environment. XRP-II is then garted and the Main Screenis displayed.

Type the numbe? (for ILM Mai n Menu) and pess theReturn/Enter key.

e ThelLM Mai n Menu screen isdisplayed.

Type the numbes (for Maintenance Meru) and pess theReturn/Enter key.
e The Maintenance Meru screen isdisplayed.

Type the numbet (for Work Order E ntry) and pess theReturn/Enter key.

e The Work Order E ntry CHUI screen is displayed, with the cursor & the Work
Order: field; the sceen sin the ADD mode.

Press he Return/Enter key.

e The ystem genested WORK ORDER 1D is displayed in the textiéld and the
cursor movesto thePARENT EI N: field.

Type the EN of the paent item,and then prs theReturn/Enter key.

e The typed enyris digplayed in thePARENT EI N: field, and data from theEIN file
for the paent are diplayed in theSerial Number:, Name:, OEM Part:, OEM
De<:, Location:, Building:, and Room: fields Initial values (which may be
changedpre diplayed in theNOTIFICATI ON DATE:, NOTIFICATION TIME:,
MFG/DEV:, VENDOR:, andMAI NT VENDOR: fields

e As an option intead oftyping the EN of the parent, the opemtor may type /Z and
zoom out to theElN list, scroll to the desired EIN, typet to tag the desed EIN, and
then typeQ (for Quit) to make the engrand populate the sxciated felds

» The cusoris displayed in theTROUBLE TICK ET: field.
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11

12

13

If applicable,type the identitation numberof an asociatedtrouble ticket (e.g., if a
troubleticket wasinitially prepaed for the poblem) and then s the Return/Enter
key.

e The field may be bypasd by jug presing theReturn/Enter key.

e The typed enyr is diplayed in theTROUBLE TICK ET: field and bhe cusor is
displayed in theNOTIFICATI ON DATE: field.

Type the date (usng format mm/dd/yy) on which notifcation of the poblem was
receved andhen pess he Return/Enter key.

e To bypas the feld, leaving the diglayed curent date,just press the Return/Enter
key.

e The typed entris displayed in theNOTIFICATI ON DATE: field, and he cusor is
displayed in theNOTIFICATI ON TIME: field.

Type the time {sng format hh:mm)at which notiication of the problemwasreceived
and hen pess heReturn/Enter key.

e To bypasthefield, leaving the diglayed curent time, jus press the Return/Enter
key.

e The typed entris displayed in theNOTIFICATI ON TIME: field, and he cusor is
displayed in thePRIORITY:: field.

Type apriority congstent with loca policy and assessment (e.g., in this exercise, type 1),
and hen pess heReturn/Enter key.

e The typed eniris digplayed in thePRIORITY : field, and the cusor is displayed in
the SUBMITTER: field.

Type youremployee code numband then prs the Return/Enter key.

e Thetyped enty is digplayed in theSUBMITTER: field, and the cugor is digplayed
in theFAILURE DATE: field.

e Asanoption ingead oftyping the employee code numbpd#re opeator may type/Z
andzoomout to a list of code numbexrand employeescroll to the desed enty,
typet to tag the desed enty, and then typ&) (for Quit) to m&ke theentry.

Type the actualdlure date (sng format mm/dd/yy) andthenpress the Return/Enter
key.

e The typed enyr is diglayed in the FAILURE DATE: field and he cusor is
displayed in theFAILURE TIME: field.

Typetheactud failure time (usng forma hh:mm),and then press theReturn/Enter key.

e The typed enyr is digplayed in theFAILURE TIME: field, and he cursor is
displayed in theM FG/DEV: field.
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15

16

17

18

19

Type the D of the manudctuer or developerand then prs theReturn/Enter key.

e The typed eniris displayed in theMFG/DEV: field, and the cusor is digplayed in
the VENDOR: field.

e As an option intead oftyping the D, the opestor may type/Z and zoom out to a lis
of manufctuers/developes, scroll to the desed enty, typet to tay the desired
entty, and then typeQ (for Quit) to m&e the entry. Note: This option is only
availableif the information haspreviousdy been entesd usng the VendorMaster
Maintenance saen.

Type the codefor the vendor from whom the item wapurcha®d and then s the
Return/Enter key.

e Thetypedently is displayed in theVENDOR: field, and the cuwsor is displayed in
the MAI NT VENDOR: field.

Type the D of the maintenance vend@nd the pess theReturn/Enter key.

e The typed ently is digplayed in theMAI NT VENDOR: field, and he cusor is
displayed in the/ENDOR CALL DATE: field.

e As an option ingead oftyping the D, the opeator may type/Z and zoom out to a lis
of maintenance vendgrscroll to the desed enty, typet to tag thedesired entry,
and then typ&) (for Quit) to m&e the entry. Note: This option isonly available if
the information hasprevioudy been entesd usng the Vendor Master Maintenance
screen.

Typethe date(usng format mm/dd/yy) on which the vendowascalled and indrmed of
the poblem,and then prss theReturn/Enter key.

e The typed enyris displayed in thevENDOR CALL DATE: field and he cusor is
displayed in thelTIME: field.

Type the time {ang format hh:mm)at which the vendowascalledandinformed of the
problem,and then prss theReturn/Enter key.

e The typed enyr is digplayed in theTIME: field, and the cusor is displayedin the
VENDOR CONTACT NAME: field.

Type the name othe peson who wascontacted at the vendoand the pres the
Return/Enter key.

e Thetypedenty is digplayed in theVENDOR CONTACT NAME: field, and the
cursor is digplayed in theENDOR REFERENCE: field.
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20 Optional: Type any desed information in eferenceto the vendor(up to 20 chamactes),
and hen pess heReturn/Enter key.

e The enty may be bypaed by jus presing theReturn/Enter key.

» The typed enyris displayed in the/ENDOR REFERENCE: field, and te cusor is
displayed in thelTEXT: field.

21 Type/z to open areeform text window,then type any pénent detailson the &ilure or
repair. (Note: To keep he enéred text visible, pressthe Return/Enter key when the
cursor reacheshe edge othe sceen duing typing ofeach ine) Press heF3 key to exit
when done.

e The freeform text window isclosed, the notationT is displayed in theTEXT: field,
and the cuwsor is digplayed in theCODE: field.

22 Optional: Type any ddsed two-chamlctercode that habeen eblished br identified
specfic needsand hen pess he Retrn/Enter key.

e Thisfield may be bypasd by jus presing theReturn/Enter key.

» The typed enyr is displayed in theCODE: field, and the cuwsor is displayed in the
NOTE: field.

23 Optional: Type any desred note (up to 60 chaactes) to be added to the WorOrder,
and hen pess heF3 key to «xit.

e The typed entr is displayedin the NOTE: field, and theADD modeis terminated.
(Note: If you have pessed theReturn/Enter key ingead ofthe F3key, the sceen
remans in the ADD mode and the csor is digplayed at the top in th&VORK
ORDER: field; you muspres theF3 key to exit.)

When te Work Order E ntry screen s exited, the systm copies al acive chidren for the
parent EIN into the wok order. The opeator then ussthe Work Order Modification screen
to recod and tack detailsabout thedilure.

e Main Work Order Modification screen is used to record down tims, and, when a
vendorservice call iscompletethe vendotimesand any apmpriate notes

e The ltems pages accegse from the Work Order Modification sceen ae used d
desgnak which item(s) failed, and any new eplacenent pats, as wel as
acconpanying noes.

Suppos that the vendowascalled and hasmade a &vice call lasing one hourto isolate and
repair the poblem br which you ceated a maintenand®ork Order entty. The problemwas
isolated © one ofthe chidren of the paent EIN, which was eplaced 6 conplete the epair. Use
thefollowing proedureto doawment thedown timeand srvice call.
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Use ILM to Prepare a Maintenance Work Order Modification

1

On wokdstation xOmss##, at the UNK prompt in ateminal window, type ilmusr
<ipaddress> xterm at a UNK command ppmpt and then s theReturn key.

e NOTE: The x in the wokstation name will be a lettedesgnating your ste:
g=GSFC m = SMC, | =LaRC, e=EDC, n=NSDC, o = ORNL a = ASF,
] =JR.; the ## will be an identifying two-digit numbe (e.g., ednss@ indicaes a
managementesvicessubg/stem wokstation at EDC).

e A oript is executed which ddermines the opeator’s termind type from the
environment,promptsfor a teminal ID, and etblishes a Baseline ManageflLM
opeating environment. XRP-II is then garted and the Main Screenis displayed.

Type the numbe2 (for ILM Mai n Menu) and pess theReturn/Enter key.

e ThelLM Mai n Menu screen isdisplayed.

Type the numbes (for Maintenance Meru) and pess theReturn/Enter key.

e The Maintenance Meru screen isdisplayed.

Type the numbe2 (for Work Order Modification) and pess theReturn/Enter key.

e TheWork Order Modification CHUI screen (form) is displayed, with the cursor at
theWork Order: field; the sceen sinthe QUERY mode.

TypeV (for View) to toggle the view to the ti®f work orders.

e Thelist of work ordes is displayed, with the cursor a& the Work Orde identification
of thefirst item in thelist.

Use theamrow keysto scroll downthe lig to the enty for the Wok Order you peviousy
enered.

e |If necesitated by a ver long lig, you may typeN (for Next) to scroll down a page at
atime typing P (for Prior) scrolls up apagea atime.

e |If you know the identiér for the Wok Order you wantto modify, you may type F
(for Find), which diplaysan enty field into which you catypetheidentifier. Then
press he F5 key to initiate the Find action. It is possible to sarch on othe columns
by presing theReturn/Enter key ater typing F and bebre typing the sarch item.

When te cusor is in the ine for the desied Work Order enty, type V (for View) to
toggle back to theorm display.

e The Wok Order Modification brm is displayed with datadr the selected Work
Orderentry.

Repeatdly press he Return/Enter key to move the csor through the érm until it is
displayed in thevENDOR ARRI VE DATE: field.

» The cusorisdigplayed in the/ENDOR ARRI VE DATE: field.
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Type/M (for Modify).

e The sceen showshe MODIFY mode menu at théottom, indicating MO DIFY
mode.

Typethedate (1ng format mm/dd/yy)on which the vendoarived and then s the
Return/Enter key.

e Thetypedently is digplayed in the/ENDOR ARRI VE DATE: field, and he cusor
is displayed in theVENDOR ARRIVE TI ME: field.

Type the time {ang format hh:mm)at which the vendoarived and then s the
Return/Enter key.

e The typed entris displayed in the/ENDOR ARRIVE TIME: field, and he cusor
is displayed in theVENDOR COMPLETE DATE: field.

Type the date (usng format mm/dd/yy) on which the vendocompleted theepair and
then pess heReturn/Enter key.

e Thetyped enty is digplayed in theVENDOR COMPLETE DATE: field, and the
cursor is digplayed in theyENDOR COMPLETE TIME: field.

Type the time \{gng format hh:mm)at which the vendocompleted theepair andthen
press heReturn/Enter key.

e The typed enyr is digplayed in theVENDOR COMPLETE TIME: field, and the
cursor is digplayed in theM FG/DEV:: field.

Press heReturn/Enter key repeatedly until thecursor isdisplayed in theNOTE: field.
e The cusorisdigplayed in theNOTE: field.

Type/N (for Note).

e Afreetext field isdigplayed.

Type any petinent notes to doament eventsreated to thefailure and repair.

e The typed entris displayed in therfeetext enty area.

Press heF3 key D ext the freetext enty area.

e The freetext enty area s closed andhe cusor is displayed n theNOTE: field.

Press he Return/Enter key repeatedly until the cursor is digplayed in thefirst START
DATE: field.

e T he cusor is displayed in theitst START DATE: field.

Type the date on which theyssem filure was first noted, and then prs the
Return/Enter key.

» The typed entris displayed in theSTART DATE: field, and the cusor is displayed
in thefirst END DATE: field.
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20

21

22

23

24

25

26

27

Type the date on which svitchover (if applicable)or repair began i(e., the end of
Administrative and Logigdics Delay Time -- ALDT), and then press the Return/Enter
key.

e The typed enyr is digplayed in thefirss END DATE: field, and he cusor is
displayed in thefirst START Tl ME: field.

Type the time at which the system failure was first notal, and then pres the
Return/Enter key.

e The typed enyr is digplayed inthe first START TIME: field, and he cusor is
displayed in thefirst END TIME: field.

Type the time at whichwgtchover (if applicable)or repair began(i.e., the end of
ALDT), and hen pess heReturn/Enter key.

e The typed enyr is displayed in the itst END TIME: field, and he cusor is
displayed in thefirst REASON: field.

Type the code identify the reason for thefirst down timeentry, and then press the
Return/Enter key.

e |f desred, you maytype /Z (for Zoom) to diplay a lig of rea®n codes You may
then ug the down aow key to sroll down the li$ to the desred code,type T to tay
the enty, and then typ®& (for Quit) to enter thecodein theREASON: field.

e The typed ¢r sslected) entry is displayed in theREASON: field, and he cusor is
displayed in the nexX8TART DATE: field.

Repeatsteps 19 - 23, usng as many Time-DateRea®n blocks as applicable and
necessary, to enter starting and ending dates, times, and reason cdes for additiond down

time attrbutable to epair activities switchover activities and total chaigeabledown

time, respectively.

e The time and reason dda ae digplayed in the appropride fields When the
Return/Enter key ispressed in the lasREASON: field, the QUERY mode menu is
displayed & the bottom of thescreen, and thecursor remans in theREASON: field.

TypeR (for Right).

e The screen diplay shifts to siow the Chargeable Hours page,and the cusor is
displayed in theNork Order: field.

Press he Return/Enter key.
e The cusorisdisplayed in theALDT: field.
Type/M (for Modify).

e The sceen showshe MODIFY mode menu at théottom, indicating MO DIFY
mode.
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28

29

30

31

32

33

34

35

36

Type the numbeof hours chageable to AIDT, and then prss the Return/Enter key.

» Thetypedenty is digplayed in theALDT: field, and the cuwsor is displayed in the
TIME TO REPAIR: field.

Type the numbeof hours chageable to theepair, and then s theReturn/Enter key.

» Thetypedenty is displayed in theALDT: field, and the cuwsor is displayed in the
SWITCH OVER TIME: field.

If applicable,type the numbepof houis chageableto switchover activities and then
press heReturn/Enter key.

e The typed enyr is displayed in theSWITCH OVER TIME: field, and he cusor is
displayed in theTOTAL CH ARGEABLE DOWNTIME: field.

Type the total numbesf hours of down time,and then prss theReturn/Enter key.

« The typed enyr is displayedin the TOTAL CH ARGEABLE DOWNTIME: field,
the QUERY mode menu igliplayed at the bottom ahe screen, and the cursor
remansin theTOTAL CH ARGEABLE DOWNTIME: field.

Typel (for ltems).

» Theitemspageis digplayed for thefirst child item of the parent EIN, with the cursor
postioned at theCOMPONENT EIN: field.

To recod the eplacenentof the tem, repeaedly typeN (for Next) until the page for the
replaced iem is locaed.

e If there are a large numbe of child items the location of thedesired item may be
facilitated by typing V (for View) to toggle to the lisview. Then ug the arow keys
to scroll throughthe lig to locate the item and type &fain to diplay the drm for
that item.

Repeatdly press he Return/Enter key until the cursor is displayed in theREPLACE
(R) OR NEW (N): field.

e The cusorisdigplayed in theREPLACE (R) OR NEW (N): field.
Type/M (for Modify).

e The sceen showshe MODIFY mode menu at théottom, indicating MO DIFY
mode.

TypeR, and hen pess heReturn/Enter key.

e The typed entr is digplayed in theREPLACE (R) OR NEW (N): field, and the
cursor is digplayed in theREPLACE OR ADD DATE: field.

51 625-CD-617-001



37 Type te dag (using format mm/dddy) on which the eplacenent was made, and then
press heReturn/Enter key.

e The typed enyr is diplayedin the REPLACE OR ADD DATE: field, and the
cursor is digplayed in theRECORD EVENTS: field.

38 Type/Z (for Zoom).
e A freetext enty field isdisplayed.
39 Typefailure/repar deails in thefree-text entry field, and press theF3 key when done.

e The freetext enty field isclosed,aT is digplayed in theRECORD EVENTS: field
to indicaie thattext has been eated, and he QUERY mode menu islisplayed at the
bottom of thescreen.

40 TypeQ (for Quit).
e The ILM Maintenance menu displayed.

In unusial cass it may be neceary to resort to nonstandad hadware suppot procedues |
In the event tha the mantenance contrector’'s assignad technidan is not providing timely
succesful repair, or if the maintenance actionashewise unstifactory, it may be neesary to
egalatethe problemto bring it to the attention othe sippot contactofs management.The
egalation isachieved by calling the maintenance caactors technical suppot center and
providing themwith the cag reference number Anothernonstandad suppot appoach,which
may be cogly and is to be used only as a last resort for mision-aitica repairs, is Time and
Material (T&M) suppot. For T&M suppot, the localMaintenanceCoordinator mug obtain
authoization fom the LS Maintenance Gordinator or, if that peson is unavailable from the
Sugaining Ehgineemng Organization SEO).

Failo ver/Switch over

In the EES context,"failover" refers to the confyuration of a fall- back platform for key system
components(e.g., Inges Sewer) pemitting switchover to that platbrm to recover key
functiondity in a reasonably short period of timein the event of loss of the primary platform.
The switchover capability can also be used to svitch to the backup esver opestion for
maintenance osoftware upgiade puposs After repair of the prmary platform, contiol is
switched back fom the nomally ssconday platiorm to the nomally primary platform
("failback”). In the cas of Inges, for examplethe ICL hamdware conssts of one pair of SGI
sewners (IngestServer). One severin the par act as lhe "hot sewer, and he oherisa "wam"
standbybackup. The Redundant Aray of Inexpense Disks (RAID) device between the two
sewversis dual ported to boh machnes gach nachne "sees"tie enire RAID), but only one of
the hoss (the prim ary) is actively addressing theRAID at any onetime. Figure 20 illudrates
the concept in thecontext of thelngest subg/stem.
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Figur e 20. "Failover " concept.

For the implementatiorof the filover scheme,asde from the dual physal connection othe
RAID, a numberof specific changesre made to the hbsystem, netwok, andpeiiphei device
configuraion. Theresult is tha avirtual ip is established for thehog, so tha theip address for
the hos can be theane regardless of which physcal platiorm hasRAID contol.

In the pocedue for executing thewitchover, a ript onthe seconday hogd edablishescontrol
(e.g., takesowneship of the RAID, remountspatitions, recoves the databay and a eript on
the MSS File Server cleans up CélDirecory Service (CDS) enties. The procedue may require
switching the HiPPIconnection €.g., the EDC DAAC uss HiPPI connectionwith Inges, and
so for Inges "Failover' at EDC, the HiPPIlconnection musal® be svitched) Switchoveralso
entails flushing of the Addes Resolution Potocol ARP) tablesin the localand extemnal
interface putess, aswell asstarting ECS cugom code orthe backupplatform. The following |
procedue may be used to illustrate svitchover The example westhe ihge$ context,but the
procedue isgeneic and applicabledr hogs otherthan hges.

Switchover from Primary Hos to Backup Host

1 Upon indication of falure of a pimary hog (e.g., on the Whazzup???efformance
display, the 1ow for the hge$ hog x0icg01tums purple), log in to thebackuphog (e.g.,
for Ingest, e0icg02 g0icg02 10icg02); log in asroot.

53 625-CD-617-001 ‘



Execute thedlover script on the backup hoge.g., to execute theaflover script on the
Inge$ backup type/failover/script Jfailover_to_icg02and hen pess he Return/Enter

key).
e The gript execution giveRAID contol to the gconday hod.

e Note For maximum efficiency, do not widt for compldion of a sep bdore
proceeding; proceed immediately to the nexttsps unles the pocedue directs
othemwise.

Initiate cleaing of the ARP cache in the lihet outer by calling the @mmunications
Manager(e.g., at GSFC call 301286-6141) with the eques$ (an appiopriate reques for
Ingest is: "This is <name>, <postion title> at ECS and w are going to ourbackup
Ingest hog; to suppott this, we need thelPNOC to dear the ARPcachein route <router
name>. Plea® advie uswhen thishas beenaccomplifed. My phone numberis
<phone number. My pagernumber(if any)is <pagernumbep."

e Note Routa nameiser32-1 (GSFQ), larc-gwl (LaRC) oredc-gwl (EDC).

Initiate cleaing of the ARP table in the Powétub 8000 by calling the oduty netwok
adminigrator with therequest.

e The nework aminigrator will log in to theroute as root, enter the <pasword>,
then engr ip arp clear, and fnally enterbye.

Log in asroot to theMSS FileSever hog (e.g., eOmss@, gOmss10, I0mssD)

Execute the appropride failover script on the MSS File Sever (eg., to execute the |
fallover script for Inges, type /tooldadmin/script SFailover_to_<x>icg02_CDSsh and
then pess heReturn/Enter key).

The scipt execuion cleans uphe CDSentiesFor failover of SGI hosts atached to |
the HiPPI network (othewise, go to Step 8)executethe HiPPI switchover as
follows (Note EDC is theonly DAAC that curently usesthe HiPPIconnection with
Inges):
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Ensue thatthe HiPPI interface & disabed on he pimary host If the hostis down,
the port will be disabled; othawise, log in to thehog as root and execw the
command hipcntl hipO r g ect.

Log in to theHiPPI svitch (tdnet or connected termind).
Becone "system" user.
Execue conmand set huntgroup <n,> <n,>.

- Note n, andn, are numbes unique to ES stes and hots; refer to AppendixA
of ECS Falover Design, Document 920«x-xxx-xxx for the numbes needed dr
the specific dte and hos¢/subs/stem.

Execue conmand save h
Log off HiPPIswitch.

Log in to the sconday hog asroot and e-configure its HiPPI interfaceto assune
the IP addess of the pimary hod by executing the commarnitconfig hipO inet
<ip address>.

- Note ip addressis thesite- and hosunique Virtual" IP addess egablished br
the pimary hog to enable thealover/switchoverto occur refer to Appendix A
of ECS Falover Design, Document 920«x-xxx-xxx for the IP addes needed
for the specific ste and hos/subg/stem.

Before proceeding to &p 9,verify succesful hadware switchover, asfollows:

Verify that the compldion message was issued at theend of St 2.

To verfy thatthe LO_bufer and data2ille sysiemswere succesfully mounted on the
seconday hog, on that hostype df -kl and ten pess he Return/Enter key; the
returned diplay $ould be snilar to the bllowing.

Filesyst em Type kbytes use avail %wuse Mounted on
/dev/root xfs 3913496 2344612 1568884 60 /
/dev/dsk/xlvibuffer xfs 137775872 74247840 63528032 54 /LO_buffer
/dev/dsk/xlv/data2 xfs 4097740 2557500 1540240 63 /data?2
/dev/dsk/xlvidata xfs 8950996 1628004 7322992 19 /datal

To velfy that the I0Obufer is expoted, on the sconday hog enterthe command
exportfs: the eturned diplay $ould be snilar to the bllowing:
ILO_buffer/OPSJicl

/LO_buffer/TS1/icl
/LO_buffer/TS2/icl

Verify that Sybas is running on the econday hod. (e.g., have the Databas
Administrator type isgl -U<username> -P<pasword> -S<serverrame_srvr> and
verify that pompt >1appeas, typequit to exit).
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e Verify the ability to log in to thevirtud hod from anothe platform (e.g., from
remote platform, use the ssh<x>vicgaa<daac>b.ecsnasa.gov command andbg in
to thevirtua hog).

e To veify that swap spacesiavalable on he new pmary, type swap -4n and then
press he Return/Enter key; the eturn should be snilar to the bllowing:

# path pri pswap free maxswap vsSw ap
2 /dev/dsk/dksld 3sl 3 2.10g 2.06g 2.10g 0.00k
1 /dev/iswap 0 512.00m 2.56m 512.00m 0.00k

g0icg02{pvan}{2]->

Oncethe system is opegtional again with the backupugpoting the vitual IP addess, it is

necesary to boot the pimary in dandalone modei.g., sngle-user mode) and immediately
execué the scipt /failover/scripts/dead_boot<hod type> (eg., for Ingest, execute

[failover/script gdead_booticg). This script disables ip aliasng and diables launching of

Sybae at startup. After the script is run, the primary hog can bereturned to multiugr modeand

hadware trouble$ooting/epair can occur When the epair is completed,the bllowing

procedue can be execed to acconplish failback b the now avdable pimary host

Switchover from Backup Host to Primary Host

1 When eady,log in to the backup ho¢e.g., for Inges, e0icg02 g0icg02 10icg0l); log in
asroot.

2 On the backuphog, stop all ECS functionsand &ut down all EES code fefer to the
procedue Shutdown an Application (Document 611GD-600-001, Section 7.3.3)]. |
Then kill the Subagent on the backup.

3 Execute thedilback <ript on the backup hbge.g., to executehe failback script on the
Inges backup, type /failover/script<dfailback_to_icg01 and then pps the
Return/Enter key).

e The ript execution @inquishescontiol of shared flesystems

e Note For maximum efficiency, do not widt for compldion of a sep bdore
proceeding; proceed immediately to the nextteps unles the pocedue directs
othemise.
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10

Initiate cleaing of the ARP cache in the lihet outer by calling the @mmunications
Manager(e.g., at GSFC call 301286-6141) with the eques$ (an appiopriate reques for
Ingest is: "This is <name>, <postion title> at ECS and w are goingback to our
primary Ingest hog; to suppot this, we nead thelPNOC to dear the ARP @chein route
<routername>. Plea® advi®e uswhen thishasbeen accomplieed. My phone number
is <phone number. My pagernumber(if any) is <pagernumbep."

e Note Routg name is er32-1 (GSFQ, larc-gwl (LaRC) or edc-gwl
(EDC).

Initiate cleaing of the ARP table in the Powétub 8000 by calling the oduty netwok
adminigrator with therequest.

e The nawork aminigrator will log in to the route as root, enter the
<password>, then engr ip arp clear, and fnally enterbye.

Log in asroot to the primary hog (e.g., for Ingest, e0icg01 g0icg01, 10icg01).

Execute the script for the primary hog to resume control (e.g., for Ingest, type
[failover/scriptsiesume_primeicg).

e The ript execution give®AID contmol to the pimary hod.
Log in asroot to theMSS FileSever hog (e.g., eOmss@, gOmss10, I0mssD).

Execute the gppropride failback script on the MSS File Sever (eg., to execute the
failback script for Ingest, type /tooldadmin/script S/Failback to_<x>icg01 CDScsh
and hen pess heReturn/Enter key).

» The scipt executon ckans uplie CDSenties.

For failover of SGI hosts atached to the HiPPI network (othemise, go to Step 11)
execute the HiPPdwitchoverasfollows (Note EDC is the only DAAC that cuently
usesthe HiPPIconnection withrges):

e Log in to the sconday hog asroot and e-configure its HiPPI interface b its own IP
addess by executing the commairiidonfig hipO inet <ip addres>.

- Note ip address is the site- and hosunique P addess for the £conday hog;
refer to AppendixA of ECS Falover Design, Document 920«x-xxx-xxx for the
IP addess neededf the spedic ste and hogsubsysem.
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11

Log in to theprimary hog as root and enald the HiPPI interface by executg the
command hipcntl hipO accep.

Log in to theHiPPI svitch (tdnet or connected termind).
Becone "system" user.
Execue conmand set huntgroup <n,> <n,>.

- Note n, andn, are numbes unique to ES stes and hots; refer to AppendixA
of ECS Falover Design, Document 920ex-xxx-xxx for the numbes needed dr
the specific dte and ho¢/subs/stem.

Execue conmand save h
Log off HiPPIswitch.

Before proceeding to &p 12,velify succesful hadware switchover, asfollows:

Verify that the compldion message was issued at theend of St 7.

To verfy thatthe LO_bufer and data2ille sysiemswere succesfully mounted on the
primary hog, on that hostype df -kl and hen pess he Return/Enter key; the
returned diplay $ould be snilar to the bllowing.

Filesyst em Type kbytes use avail %use Mounted on
/dev/root xfs 3913496 2344612 1568884 60 /
/dev/dsk/xlvibuffer xfs 137775872 74247840 63528032 54 /LO_buffer
/dev/dsk/xlv/data2 xfs 4097740 2557500 1540240 63 /data?2
/dev/dsk/xlvidata xfs 8950996 1628004 7322992 19 /datal

To verify that the I0buffer is expoted, on the pimary hog enterthe command
exportfs: the eturned diplay $ould be snilar to the bllowing:

/LO_buffer/OPSficl
/LO_buffer/TS1/icl
/LO_buffer/TS2/icl

Verify that Sybas is running on the pmary hod. (e.g., have the Databas
Administrator type gl -U<usename> P<passwot> -S<sevemane_skr> and
verify that pompt >1 appeayr type quit to exit)

Verify the ability to log in to thevirtud hog from anothe platform (e.g., from
remoteplatform, use the sh <x>vicgaasdaac>becsnas.gov command and log in to
the virtual hos).
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e To vernfy that swapspace $ avalable on he new pimary, type swap Inh and hen
press he Return/Enter key; the eturn should be snilar to the bllowing:

# path pri pswap free maxswap vsSw ap
2 /dev/dsk/dksld 3sl 3 2.10g 2.06g 2.10g 0.00k
1 /dev/iswap 0 512.00m 2.56m 512.00m 0.00k

gOicg01{pvan}{2]->

Performing Preventive Maintenance

There ae few ECS hadware items that may require schedugd preventve maintenance. Notable

itemsare the ESydemsModular Automated Stage Sysems(EMASS)robot, the StorageTek

(STK) robot,and asociated tape dves Otheritemsthat may equire peliodic maintenance ar
the $ackes and divesused for media digribution,and pmters.

e Scheduled by the local &ihtenance Gordinator.
e Coordinated with maintenanceganization and usg organization.

- Scheduledo be performed by maintenance ganization and to coincide with
any corecive maintenance fi possble.

- Sdheduled to minimiz opeationd impact.
e Documented usg ILM maintenanceecod.

- Use Preventative Mintenancdtems screen to designae which itemsin the EIN
file should have egulaly scheduled maintenance.

- Use Geneate PM Orders screen to generate work orders for items needing
preventive mantenance.

Analysis/Troubl eshooti ng: COTS Software

The mantenance of COTS software items in ECS reuires the management of Lftware
maintenance cordrctswith software vendos. This element includes

e mantaining oftware use licenses.

= obtaining telephone gstance in esolving COTS software problems
e obtaining sftware patches

e oObtaining sftware upgrades

COTS software vendor suppot is contracted by the ECS pocurement ofice at the ES
Development Faility (EDF).

e First yearis underwaranty suppot.

e Sub®quent gppot is acquied through contact extenen/modification asneeded.
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e COTS software suppot contractsdataare maintained in a datalmssd by the ES
Integiated Logigic Suppot (ILS) office to monitorand tack contact expigtion
datesand tems.

e Local MaintenanceCoordinatos (LMC) can eque$ changesto COTS software
suppot contractsby contactinglLS Suppar.

- Contact by email can be made by g ilsmaint@eoshitc.com as he addess.
- Phone contact can be made usgy the number 1-800ECS-DATA
(1-800-327-3282) slecting Option #3 and enieig 0726 ashe extensn.

COTS Softwar e Licenses

Licengsto use QOTS software vaty by the type ofoftware and the sftware vendos' policies
Liceng typesinclude:

e perseat

e pe Ste.

e gpecific numberof concurent users.

e unlimited users.

e lifetime ug without egard to numbeiof users or location.

COTS software licenses are maintained in a mpety databas The ECS Popety
Administrator:

e maintainsthe mater copy of COTS software licensge ageements
e mantansthe COTS software license daabase.
e distributesCOTS software for ingallation at the DAACs

The ECS Program reflects several different licen® restrictions bagd on the licens types
negotiated dr the diferent COTS software productsused. In genedl, thelicense restrictionsare
imposed though a sftware program that unson a licens server at the DAAC It tracksthe
instancesof a programin use, and when the limit iseachedjt precludesacces by additional
opeaatorsuntil use falls bdow thelimit.

Installin g COTS Softwar e

The appoval of appopriate CCBsis required prior to the loading of COTS ftware upgradesor
other packagesn any ECS platform. The appoval proces requires systematic @nfiguration
Management €M) procedues and documentation to ame appoprate contol of the ECS
baseine and ofchanges d the basehe. Once he appoval is receved, the site Local
Maintenance Gordinator notifies those pesonnel whowill accomplié the installation (e.g.,
Release Ingdllation Team, Sydem Adminidrator, Network Administrator, Softwae
Maintenance Bginee).
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For ECS, there is onemgor tool usd to facilitate CM control of ©ftware indallation:

e ClearCasel_d Povides a mountable ifle system that isused to store verson-
controlled datasuch assource files, binaly files, object libariesand pread$ieets

The CkalCasd _idol is used primaily for the ECS Sdence Softwae Integration and Test
(SSK.T) function,butit is also applied to contl changesn cugom ftware and cusomized
portions of some COTS software packagege.g., confguration fles).

At the DAAC, the COTS software indallation actionsare executedoy the DAAC Software
Maintenance Engineer and the Sysem Adminidrator, with suppot as needed rfom ECS
Devebpment Instllation poceeds systraticaly. The instllation is genedly
straightforward:

e the COTS woftware is indalled with any ECS cugomization (e.g., configurdion
files).

e the Vesion Degription Document{YDD) getsfinal updatedor system and center
specific materal identified by ESDIS or the opestional centes, and the iinal VDD is
avaiable.

Safeguar ding COTS Software Media

Any resdual GOTS software media and commeial documentation teould be potected by
appopriate means For example,it may be desable to $ore them in locked cabinefsovided
for the pupos at the DAAC. Should thee be a needof acces to thee materals (e.qg., a
requirementto reload a COTS software product) keysfor the® cabinetsan be made available
from the OpeationsCoordinatorduring opegting hous.

Obtaining COTS Softw are Suppor t

Suppot of COTS software involvesboth ste capability and cordicted sppot. Site sippot is
provided by the Syem Adminid¢rator and the Sdfvare MaintenanceEngineer When site
suppot personnel confirm that a problem is attibutable to the OTS software, the QOTS
Software vendofs technicalsuppot centerhelpde is contacted by authmed pesonnel at the
ste. When a gstem poblem is discovered, there is an initial trouble$ooting/diagnascs
procedure to befollowed whidch is generic — i.e., not limited to ©ftware problens. However,
when a eftware problem isindicated,the pocedue refers the problem to the Maintenance
Coordinator for software corrective maintenance Sygem troublefiooting tools and principles

apply:
* Review srverlogsfor ssquence okvents
e Initial trouble$ooting.

- Review eror mesage agains software opeetor manual; pepae trouble
ticket.

- Review gystem logsfor evidence opreviousproblems
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- Attempt oftware reoad.

- If problemis software (e.g., hadware hasbeen woking and eload doesot
correctthe problem) repott it to the Maintenance Gordinator— i.e., forward
the touble ticket.

A problem that isnot resolved though initial toublefiooting will often require troublesooting
teamwok by the Maintenance ©Gordinator, the Sytem Adminidrator, and pehapsa Netwoik
Analyd. The® troublefiootes may peform additional sepsto resolve the poblem:

e gpecific troublefiooting poceduesdesribed in TS software manuals

» review of the ®ftware vendors web $te’s solutions databas to lean of any
solutionsfor dmilar problems.

e execise any embedded odownd{oadable eftware diagnosic routine that will
detemine the tatusof the GOTS software on the equipment.

e exerise of any locally devied trouble$ooting/diagnac procedues

e non+eplacenent intervenion (e.g., adusiment of threshods or other tunabk
paameters).

If the software problem isnot resolved by the actionsf the local &ff, it may be necesry to
reques asistance though the Mintenance Gordinator from amaintenanceontractor for on-
dte software suppot. Suppos, for example,that youare a MaintenanceCoordinator and the
dgte Sotware Maintenance Bgineerhasdetemined thee isa poblemwith one of the COTS
software packagesused for Configuration Managementthat initial trouble$ooting finds the
problemunable to be coected locallythat a touble ticket hadbeen brwarded to youand that
you and Sytem Adminidrator are not able to esolve the problem through additional
trouble$ooting. The corect appoach is
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e Organize the data on thegtmem,find data on thappioprate suppot provider, and
update the tuble ticket with thigsnformation.

- Locateinformation sich assoftware vendor technical gppot centethelp
dexk telephone numbgrnamesof peisonnel authaeed (by site and software)
to contact the vendpand the autharation/accescodesavailable to thaite’s
Local Maintenance Gordinatorfrom the EES ILS office.

e Contact the gppot providers technical appot centethelp dek to obtain onste
assstance.

- Provide them with the backgund data.
— Obtain a casedference nunberfromthem

- Updatethe troubleticket to eflect the time and date tiie call and the cas
number

- Notify the originator of the poblem that the cordactorhasbeen alded to the
problem.

e Maintain coodination with the vendofor the ®lution andensire compliancewith
Configuration Managementaguirements

- Software vendors technical appot centefhelp dek verifiescontract suppot
authorzation and asists in pinpointing the O©TS software problem to
provide a ecommendedasution.

- Solution may include a patcl, wok-around, or a fix in a future releag of
the software.

- Assst in problem resolution (If a pach exists to rrect the pioblem, the
patch will be identied and povided by the aftware vendorover the Intemet
or mailed to the equeser. If a patch isrequired but not available, the
requeser andthe vendortogetherdetemine the sriouses of the poblem.
If the poblem iscritical, a tempoary patch orwork-around may be mvided,
with pemanent slution to be implemented in atlire update oreleas)).

- TheDAAC andProject Configuraton Contol Boads (CCBs) mustauhorize
the pach to be indalled as a pamanent lution. This decison mg be made
after the fact in accodance wih enmergency pocedues equired to contnue
to opeate.

e Update touble ticket with actiondaken to carect the poblem and delay time
experenced or the soltion, including reasonsdr each dedy.

In prepaation to eques software suppot from the sftware vendorto resolve the problem,use
the ollowing procedue to obtain the backgund inbrmation needed.
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Obtaining On-Site Software Support: Background Information

1 Collect information needed to obtain coatt maintenanceuppot.

 Obtdn version, release serial number, andlocation of the failed software from the
software databas

e Obtain desription of problem and gmptomsfrom trouble ticket.
» Identify thecriticality of the GOTS software experencing the pwblem.
2 Locate inbrmation on the aftware suppot vendor
e Obtan name andtelephone number of the sftware suppot vendor
e Obtan access coe needed to obtairuppot.
e Obtan telephone number of the ®ftware suppot vendofts technical appot center
e Obtan name of ste authoized contact peon.

3 Recod data on maintenance needed and maintenang&erinto the touble ticket.

In unusial cages it maybe necesary to resort to nonstandad software suppot procedues In
the event that theofiware suppot vendots technical appot centefhelp dek is not providing
timely succesful solutions or if the maintenance action ®ghewise unstifactor, it may be
necesary to egalate the mblem to the ES Sysem OpeationsSuppot (SOS) groupin M&O
or to the Suwining Engineemg Omganization $EO). The® owmganizationsare gaffed with
senior systemsenginees knowledgeableon COTS software and can asst with diagnosg the
problem. The ste Local Maintenance Gordinatormay go diectly to thesoftware vendoror to
the ILS Logidics Engineerto obtain an eslation of software vendor suppot, resulting in
increagd vendormanagementeview of the poblem esolution, the asignmentof additional
resourcesto resolve the poblem,and/ora moe highly qualiied technician asgned to esolve
the oftware problem.
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Troubleshooting of Custom Softw are

During opestions, master copes of the custm software code ae maintained at the ECS
Development Fecility (EDF). However, thee may be a need to dange the baseline
configuration edablishedat a given site. Changescan be dwen from many surces including
the M&O organization. When changesre appoved, the M&O omganization pdorms the
modification.

Software Change Minager CleaiCase [,_providesthe vehicle to tore and maintain
thelocadl library.

Govemning policiesand minimum developed&ware componentevel that may be
removed from (hecked out for mantenance) or rantroduced to themaster library are
defined by the developgrdetemination ofcode modules

Configuration Management@M) requirementsapply €.g., for configuration identifi-
cation,configuration change comt, and coniguration satusaccounting)

Maintenance changéds the ECS basline may comerbm any ofseveral sources such as

Charges drected bythe M&O CCB.

Site-level CCB-direcied changes o canfiguration items, swbjectto ESDIS ddegaion
of respongbility f or ste-level contol (e.g., science sftware).

Developemodificationsor upgrades

User- or opesgtor-initiated touble tickets

Implementati on of Modi fications

A controlled build pocedue povidesdructure for the implementation ofhanges

Each ECS organization glectsa responsble engineeRE) for each build.

The 3OS RE es#blishes the setof CCRs 6 beincluded in the system build.
Site/center REs determine gpplicability of any ste-uniqueextensonsfor thebuild.
Sydem and centelREs egablish sheduledor implementationintegmation, and tes

The SOS RE maintains he ntegrated systtm and cener-specfic CCR Ist ard
schedule.

The SOS I maintainsthe VDD, updating it with authazed changes Center REs
provide appendiceasneeded to degbe any centeunique additiongmodifications
to thebuild.

The RE (or designaed tean) for a CCR ges he cafiguraton-controlled library at
EDF to obtan thecorrect verson of thesource codéfiles. The RE/team implements

65 625-CD-617-001



the changeperforms programmerteging, and updatesthe documentation(desgn,
interface,and pocedues docurent).

Obtaining Custom Software Suppor t

Note: The maintenancef science sftware and data itemprovided by the Sciencedihputing
Facilities (SCFs) is not the esponsbility of the ECS onsite maintenanceenginees. Problem
resolutionsandchangego this software will be handled unddahe aupicesof local DAAC CM
activitiesand the BDIS CCB in the ame manneasnew keleagsto basglined sience sftware.

Problemswith ECS cusom <ftware are one type ofimpetusfor genegting trouble tickets
(TTs):

e Anomalies

» Apparment incorect execution by an@®S ftware configuration item.
» Inefficiences.

e Sub-optimause of system resources.

e TTs may be submitted by u®rs, opegators cudomes, andysts, mantenance
personnel,and managementadf.

e TTscaptue suppoting information and datagtated to the pblem.

Trouble$iooting is conductedon an ad hoc bas Jug as with COTS software problems
however it is conducted ystematically.

e Sitedevel activity isinitiated by the Ope@tionsSupevisor asigning a touble ticket
to the Poblem hvedigator.

» Problem hvedigator contactsECS Help Dek if necesary, where sippot may be
obtainedfrom SOS/SE> Maintenance Rygrammes, Responsble Enginees, and
ECS Developers a the ECS Development Faiility (EDF).

e EDF hasthe same software and computeequipment vaantsasthe stes and may be
able to duplicte anomdies seen in an on-ste system to deive effective resolutionsor
work-aroundsasrequired until a pemanent slution can be implemented.

e A Problem Rwiew Boad asigns a piority and the poblem isasigned toan
organization ér work-off. The oganization asgnsa Responsble Engineerto work
off the TT or Non-ConformanceReport (NCR). Using the data capted in the 1T, |
the Responsble Engineerconductsa technical invegation to attempt to edate the
source ofthe eported poblem.

e |f the poblem iscaugd by a nonECS element €.9., an inteface poblem withan
extenal gystem, poorresource usige by a @ence algoithm, poor performanceby a
non-ECS =rvice), the TT and sippoting data ae piovided to the maintainesf that
element An ECS CCR nay also be poposdto protect ECS from potenia threas
of future problems identical or gmilar to tha doaumented in theTT.
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General ECS Troubl eshooti ng

The tioublefiooting appoach pesnted heg is delived in pat from piocedues applicable
during system installation and genel checkout,but it al® includesprocedues applicable ér

analyzing symptoms or problems encountezd in $ecific opesgtions involving ecific

subg/stems Many ECS pioblemscan be t@ced to accasility and communicationamong the
multiple clients and srvers on whidh ECS fundions are s0 heavily dependent. Figure 21

provides a chdridenifying poblem cakegoies ata obp level. In the chat, eachcakegoy is

listed in a sparate box with an a®ciated identying numberand areference to a numbeed

procedue for trouble$iooting poblemsin that categor. Figure 22 conssts of a seriesof flow

chats reflecting the numbed procedues The numbesd procedues with detailed
troubledooting steps are presnted in the page®llowing Figue 22.If a poblem pesnts
specific ymptoms suggesing a filure of a type known to beasociated with a specific

subgystem or a specific function (e.g., Inges, Planning,Data Pocesing, Data Digribution), it

may be helpful to refer to troubleiooting guidance and @cedues presented in lesons
addessing that sbsystem orfunction. Othemise, use thetopdevel chat in Figure 21 to locate
an appopriate detailed lbwchat and sep-by-step pocedue for trouble$ooting. The detailed
chats in Figure 22 depict wublesooting fow and deci®ns Exit from the flow reflectseither
resolution of the poblem orfailure to identify and esolve it. If the poblem cannot be idenigd

and esolved without help within aga®nable peod of time, the appopriate espong is to call

the help dek and submit a trouble ticket in accatance with #e and gstem Poblem

Management policy.

|[10] [20] [30] |[40]
Sener Status Checking Sener Comectivity DCE Ddabase Acess
Check Log Files Problems Problems
| See Procedure 1.1 | | See Procedure 2.1 | | See Procedure 31 | | See Procedure 4.1 |
[50] [69] (79 [80]
File Access Subscription Gnue Insertion -
Problems Problems Problems | Acquire Problems |
| See Procedure 5.1 | | See Procedure 6.1 | | See Procedure 7.1 | | See Procedure 8.1 |
1[90] |[100] [11.0] [120]
Planning and Daa Quality Asse ssment Problems wih ESDTs,
Processing Problems Prablems DAP Insertion, SS&T
| See Procedure 9.1 | | See Procedure 10.1 | | See Procedure 11.1 | | See Procedure 12.1 |
|13.0| [14.0] 150 16.0 ]
. —— Probtemns wih ' -
Prablems wih Data Data Ditribution SUbMISS| Problems wih :
Search and Order Problems RSTER Do Aaisitin e Fodeuon
Request (EDC Ony)
| See Procedure 13.1 | | See Procedure 14.1 | | See Procedure 15.1 | | See Procedure 16.1 |

Figure 21. Top-Level P roblem Categor ies
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Procedure 1.1

Using W hazzup???
and ECS Monitor to
Check the Status of

Hosts and Servers
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1.1
F =
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?
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Server Started |

2.0)

Figure 22a. 1.0: Server Status C hecks

Procedure 2.1

2.1.1

C hecking Server

Log Files

Log File \L
Indicates Possible

Problem wih DCEor
Connectivity

Figure 22b. 2.0: Checking S erver Log Files
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Figure 22c. 3.0: Connectivity/D CE Problem s

Procedure 4.1 |

Recovering from a
Database Access
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Figure 22d. 4.0: Database A ccess P roblem s
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Procedure 2.1 |

Checking Server

Log Files

/1 2.1.2 N\,
| —
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Figure 22e. 5.0: File A ccess P roblem s

Procedure 6.1 |
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Figure 22f. 6.0: Subscr iption P roblem s
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Procedure 7.1
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Figure 22g. 7.0: Granule Inser tion P roblem s
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Figure 22h. 8.0: Acquire Problems
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Procedure 9.1
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Figure 22i. 9.0: Ingest P roblem s
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Figure 22j. 10.0: Planning and D ata Processing P roblem s
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Procedure 11.1 | m |Prmedjr621| Smd
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Figure 22I. 12.0: Problem s with E SDTs, DAP Insertion, S SI&T
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Using Whazzup and ECS Monitor to Check the Status of Hosts and
Servers

As noted in a pvioussection ofthis lesson, Whazzup povidesthe prmary meansfor a quick
checkon the statusof ECS hods and grvers. The pogram'sdisgplaysprovide a sriesof screens
that enable pogresively deeperacces into gystem information that may help diagnes
problems The ECS Monitor al provides server satus and enableshe opemtor to ping
servers. A basc first gep in tiouble$iooting istypically to un aquick checkto ensure thatthe
necesary servers are up and likening. Use the bllowing procedue.

Check the Satus of Hosts ard Servers (Procedure 1.1)

1

Log in to worksation x0ins02 and uge the Netsape bowser to launchWhazzup(see
detailed pocedue in a pevioussection ofthis lesson).

e NOTE: The x in the wokstation nane will be a letterdesgnating your ste:
g=GSFC m=39MC,| =LaRC,e=EDC,n=NSDC,0 = ORNL a=ASF,j =JR
(e.g., 10ins02 indicates anmterface hoswvorkstaton atLaRC).

e The EcMsWz-Whazzyp???window isdisplayed.
At the bottom of thescreen, dick on thePerformance link.

» The sceen dsplays aPerformance Sats table fiowing gatigics on the vaiousECS
hods

e Any hodsthat cannot be pingedehighlighted in puyle, necesitating resolution of
a potential hadware or connection prblem.

If Whazzup Bows no hoss highlighted in puple, click on theVerify Mode option
button at the bottom ahe sreen andjn theresulting pop-up menu,drag the cursor to
highlight the optionVhat's Down.

e Thescreendisplaysa table Bowing Required Servers Curently Down . . ., listing
by mode anye&vers that ae down.

If Whazzupindicatesthat a required srver is down, go to Step 6; othaise continue
with Step 5.

Click thecdsping all servers...button.
e The ECS Monitor (cdsping) GUI is displayed.

e The hos name br each unning erver s listed, and whethepr not it islistening.
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6 If Whazzup indicateshat a equired srver is down, or if cdspng indicaies hat a
required server is not ligening,log in to the hasfor that €rver and ug ascript to start
the ®rver (see Documentt11-CD-600-001, Section26.10.1 Using Saipts to Start
Up/Shut Down Se vers).

7 To check hatthe sever started, repeatsteps 1 4.

e |f the server did not s$art, continue with the mrcedue Checking Server Log Files
(Procedure 2.1).

Checking S erver Log Files

The functioning of ECS requires communication amongervers in a Distributed Computing
Environment (DCE). Therefore, if system paformance degradaions occur, initial thingsto look
for include D connection prblems Some ofthee may be eflected in theog files (e.g.,
error messages a server dart up). Log files can often provideinformation tha will identify
possible sources of disruption in ®rver function {ncluding a erver failing to dar) or |
communicationssuggesing additional checksr actionsthat may helgesolve the problem. It
may be necesry to examine log®oth on the ever being called and on therser from which
thecall is made. If there isno evidence othe® orothertypesof problemsin the grver log and
the poblem isunreslved .g., the ®rver ill cannot bestarted), it will be necesary to prepae
a Trouble Ticket and efer the poblem to the Help DégSugaining Ehgineemg.

Sewers typically geneste an applicationlog and a debug log.There may als be otherlogs
helpful in troubleshooting €.g., data pocesing er logs ript logg. The pocedue for
checking a logife garts with the asumption that the opetor haslogged in to ES.

Checking Server Log Files (Procedure 2.1)

1 Log in to thehog for theserver and log(9 to beexamined.

2 Typecd /usr/ecskMODE>/CUSTOM/logs and hen pess heReturn/Enter key.
e The pompt rflectsthe change to dactory /usr/ecs<MODE>/CUSTOM/logs.

3 To view a srverlog, typepg filename andhen pess heReturn/Enter key.

» filenamerefersto the log file to bereviewed (e.g., EcDsSienceDatServer.ALO G,
EcDsSienceDat@ServerDebug.log).

e The first page ofthe log fle is digplayed; additional sequential pagescan be
displayed by pesing theReturn/Enter key at the prompt.

e Although thisprocedue hasbeen witten for the pg command,any UNIX editor or
visualizing commandgg., vi, more, tail) can be usd to eview the log fle.

e Typicaly, the <serverDebug.log captures more deailed informaion than the
<server.ALOG. However, for some srvers (eg., SDSRV), there may be
significant deail in the <server.ALOG. It is dso important to notetha the
DebugLevel paameter stting in theConfigur ation Registry determines thelevel of |
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detail captured in the<serveprDebug.log (O is off, a ®tting of 1 captres satus and
errors, a €tting of 2 captures mgor events and asetting of 3 is a full trace ecoding
of dl activity). If the DebuglLevel has been set to oneof the lower levels during
opeaations the Sysem Adminidrator may set it to 3 duing troubledooting.
Similarly, the AppLogLevel paameter setting deermines thelevel of detail captured
in the <server.ALOG (0 providesa full trace ecoding of all evens, 1 provides
messages related to dl major events 2 yidds jus records of erors and 3 turns
recording off).

Review the log fle(s) to detemine if there ae any indication®f connection prblems
(DCE) or erors a dart up.

Thelog file for thecalled grver may contain an eor mesage conceming PF Init or
same DCE eror or problem.

The log file for the server from which the call originated may indicate a DCE or
other connection prblem €.g., Binding not found in cache .. ., DCE error:
invalid binding . . ., Unable to getresouce .. .).

This procedue is applicable ér reviewing logs for different typesof emors and
evens on ECS sewers.

Exit the log file (eg., from pg, typeq and hen pess he Return/Enter key).

If one ormore log files indicate connection pblemsor DCE errors, continuewith the
procedue for Recovering from a Comectivity/DCE Problem (Procedure 3.1).

Recover ing fr om a Connectivity/D CE Problem

If areview of relevantlog files suggess that thee may be a mblem with connectivity oDCE,
there ae ®vera actionsthat may estore srver and communicationsccesbility. Use the
following procedue. The pocedue garts with the asumptionthat the opetor is loggedin to

ECS.

Recovering from a Comectivity/DCE Problem (Procedure 3.1)

1

Ensue the "up” satus ofthe sever(s) in quesion usng Whazzup??? andJS Monitor to

view the statusof hods and application svers, and ug ECS Assistant to estart any

server that isdown.

Refer to specific proceduesin previoussectionsof thislesson and Section8.7.2 and
3.7.3 of 611-CD-600-001 Mssion Opeartion Proceduesfor the ECS Roject
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2 From the command line pmpt, attempt to ping theesver(s) in quesion by typing
ping_by name /.:/subsydecg<mode>/<servep.

The following type ofrespong $ould be eturned:

Read CDS entry /. . . Kcel>/subsyslecsgervers<hog>/Server/ . . .
Binding. . ..
Checking interfaces .. .
interface. . ..
Checking ohects ...
object UUID . . ..
Tryinginterface. . . .
Attempt to resolve the endpoint . . .

attempt to ping . . .

SERVER RESPONDS to ping (17 ms)
checking server gincipal name. . .

principal /. . . /[<cel>/<servep
checking statistics .. .

callsin/ out: 15/578

packetsin / out: 825/ 725

If the ®rver doesnot respond,return to Step 1.

3 Log in to the hog for the caled wrver; from the command line prompt, type
/toolshin/dceverify and hen pess he Return/Enter key.

If DCE is working propety, the eturn should identiy the hog operting system,and
DCE cel, and show hat the systm Daenons, secuity, and CDSare OK. The
output iould be Bnilar to the bllowing:

DCE Verification - v1.0

Host: <hosthame>

oS SunOS 55.1

DCE Cell: SXXXXXKXXKX XXX
System: OK

DCE Daemons: OK

Secuity: OK

CDS: OK

If the output doesot veify that DCE is OK, it may be neceary to have DE&E
restarted on the @ver hod.
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4 From the command line pmpt, type /toolgbin/dcestatus and then s the
Return/Enter key.

If DCE is working propety, the eturn should povide DCE information and &tuson
the daemonghat ae mnning on the hds The output Bould besmilar to the
following:

***************D CE I nfor matl QNFFFRkFkkk ke kkddkkdkkokk

Machine_typeis. SunOS
The Machine Nameis <name>
The OS Patch Level is--->( nn)
The Cell Nameis: /.../<XXXXXX.XXXX.XXX>
The Cearin ghouses are:
1. JXXXXKXXXXK XXX/ KXXXXXXXX> ch
1. I<yyyyyy.yyyy.yy®/<yyyyyyyy_ch
***************DCE P atCh Level for SU N***************
DCE Patch Levd is Transarc DCE 1.1
Solaris 25
Patch <nn> <date>
US Version
Copyright <date> by Transac Corp.
***************DCE Dae mons Runnng Are***************
DCE daemons
FSUD PID PPID C PRI NI ADDR SZ WCHANTTY TIME CMD
nS O nnn 1 0 nn 20 nnnnxnnn nnn nnnnxnnn? n:nn  dced
nS O nnn 1 0 nn 20 nnnnynnn nnn nnnnynnn ?  n:nn  cdsadv
nS O nnn 1 0 nn 20 nnnnznnn nnn nnnnznnn ? n:nn  dtsd
DFS daemons
FSUD PID PPID C PRI NI ADDR SZ WCHANTTY TIME CMD
Li censedaemons
FSUD PID PPID C PRI NI ADDR SZ WCHANTTY TIME CMD

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkkkkkkx

If the output doesot indicate DE information and daemonginning, it may be
necesary to have DE restarted on the @ver hod.

5 If dceverify and dcestatus return gopropride informaion on the hog for the called
sewer, repeatsteps 3 and 4dr the hostfrom which the cal originaied.

If necesary, have D restarted on the ever hos.

6 If dceverify anddcestatus return gpropriae information on both thecaled and alling
server hog, continue withthe procedue for Using cdstrowserto Check DCE Entries
for a Server (Procedure 3.2) (subsequent sction ofthislesson).
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Using cdsbr owser to Check DCE Entries for a Server

Evenif DCE is functioning popety on rver hogs, there may be mblemswith DCE enties
for server applications In order for ECS to function, the calling srver or client mus use the
comrect DCE enty for the sever in queston. The cdsbrowseris a u®ful tool for checking DE
enties Figure 23 siowstwo sreensfrom thecdstrowser The screen on the léfsde of the
figure is theinitial screen, and theoneon theright showsan example of entries assodated with
an ECS sewer.
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Figure 23. Screens from the cdsbr owser

Conduct the dllowing procedue to ug thecdskrowser b check DCEenties for a sever.
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Using cdshbrowserto Check DCE Entries for a Server (Procedure 3.2)

1
2

10

Log-in to thecdstrowserhog (e.g., eOnsh03, g0msh08, I0msh03, or nOmsh03).

At the UNIX prompt,typedce_bgin UserID, and hen pess heReturn/Enter key.

e A Password: prompt isdisplayed.

At the Password: prompt,type<DCEPassw&B, and hen pess heReturn/Enter key.
e A UNIX prompt isdisplayed.

e NOTE: You can check that the [EClogin is succesful by typing klist, and the
presing the Return/Enter key; if the DCE login is succesful, the logged in
principal will be diplayed,along with otheDCE information.

Typecd /opt/dcebin and hen pess he Return/Enter key.

e The pomptindicaes a changetthe/opt/dce/bin directory.
Typecdsbrowser &, and hen pess heReturn/Enter key.

e The cdskrowserinitial GUI screen is displayed.

Double click on thésubsys line on theGUI.

e The sceen showshie conénts of the seécied drecbry.

Double click on thésubsys/ecs line on theGUI.

» The sceenstows ECS modes ard severs.

Double click on thésubsysfecsstervers line on theGUI.

e The sceen showshe subsysin machnes diecbories.

Double click on thésubsys/ecsservers/<servertost> line on theGUI.
e The sceen showshe sever direcory for the seéced <serverhog>.
Double click on thésubsyslecsterversi<servertost/<servep line on theGUI.

e The sceen showshe sever enties for the seéced <server. If DCE enties ae
missing, or if an enty shows an icon labeled"o" (for "object’) instad of"s" (for
"serwver'), havethe DCE Administrator or Opemtions Supevisor restart DCE on the
hog for which entries are missing.

e |f the DCEenties reflecied n the cdstrowserare OK, continue with the mrcedue
for Checking for Congstency between Calling and Called DCE Entries
(Procedure 3.3) (subsquent sction ofthis lesson).
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Checking for Consistency between Calling and Called DCE  Entries

If a client cannotaach aaver, it is posible that theclientis calling with a namedifferent from
thatin the DCEenty for thatsewver. Use he llowing piocedue © check ér consstency.

Checking for Congstency between Calling and Called DCE Entries (Procedure 3.3)

1

Examine the debudog (/usr/ecs<mode>/CUSTOM/logd<serverDebug.log) of the
server from whidh the call originated to deermine the DCE entry beng used for the
caled sewer, as efleced n the emor message €g. "Unable to reach
/.:Isubsyslecstervers/<serverlost/<servep/<serverrame>").

e Refer to the procedure for Checking Server Log Files (Procedure 2.1) (previous
section ofthis lesson).

Compae the DCE entry notal in Stgp 1 with the DCE Entry for the called server
reflecied in the cdshbrowser.

e Refer to the procedure for Using cdstrowserto Check DCE Entries for a Server
(Procedure 32) (previous section ofthis lesson).

If the DCE ently for the called erver is different from the one being used by the
server/client from which the call originates, ask the DCE Adminidrator to resolve the
conflict.

Recover ing fr om a Database A ccess P roblem

Sybase $ the dasbase engie for most ECS dat stores. If a sever is unabk to accessthe
database, or if there is some othe problem with Sybae, ECS opeation will be impared. Use
the following piocedue o recoverfrom a datbase access q@olem

Recoverng from a Database Access bblem (Procedure 4.1)

1

2

Log-n to the Sybashog for the appopriate rver.

e Hods for the various Sybas servers at the diferent DAACs are liged in document
920-TDx-009,wher xis E for EDC, L for LaRC, G for GSFC, or N for NSIDC.

Typeps-€ef | grep dataserver, and hen pess heReturn/Enter key.
e |f active Sybasdatasrver proceses are digplayed,go to Step 3.

e |If no active Sybag datasrver proceses are diplayed, have the DatabasAdmin-
istrator restart Sybase.
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3 If examiningproceses on the Sybashog for SDSR/ (e.g., e0acg0lg0acg01 10acg02
nOacg01),it is important tha the Sybae dart time is prior to the start time of SQS. To
check his, type ps-€f | grep sgs, and hen pess heReturn/Enter key. (Note If not on
the hosfor SDSR/, thisdoesnot apply; go to Step }.

e |If an active SQS proess is digplayed normdly with a sart time after the gart time of
the Sybas datasrver proceses, go to Step 4.

e If SQS proess gart time is prior to thestart time of the Sybase dataserver processes,
have the Database Adminigrator restart SQS.

4 Log-in to thehog for theagppropride application srver.

e Hods for the varous cugom applicationsat the diferent DAACs are liged in
document 920FDx-502, where x isk for EDC, L for LaRC, G for GSFC, or N for
NSIDC; a short, eay-to-use hadware/software mapping isavailable asdocument
910-TDA-005.

5 Typegrep Syba® <logfilename> to check for Sybase errors.
e Any Sybae entriesin entries for thenamed logfile are displayed.

6 If oneor more Sybase entes indicaie an eror condtion, restart the sever to re-establish
the connection.

Recover ing fr om a Missing Mount P oint or Other File Access P roblem

Correct funcioning of ECS is dependenbn cient accessd needed ifes, which may be n a
remote netwdk location. Often, server logscan be aource of eror informationthatsuggess a
resolution for an access pblem Review of a sever log nmay indicak, for exanple, that a
server is usng a paticular path to look ér a file thatis not at thatlocation. The resolution may
be smply to ensue thatthe neededilfe is avalable in the locaton specfiedin the pah. Access
may al® be pevented by penisson restrictions Examination ofa srver log may eveal a
failed attemptto write to adaabase, resulting from in@rrect pamissions Theresolution in this
cae may be smply to ue a diferent account with the coect pemissons or to have the
Database Adminidrator or Sysem Adminidrator reset the pamissions

Mount pointsprovide emote accesto hared fle systemsacioss netwoks, allowing a client to
attach emote diectory treesto a point within itdocal file system. If a mount point idost, any
of a client'seCS functionsdepending upon accethrough that mount point talés on a emote
machine will be degraded or bloked. Use the following procedure to check for and recover
from a mising mount point.

Recoverng from a Missng Mount Point Problem (Procedure 5.1)

1 Log-in to the machine hatthe severistrying o access.

e Hods for the varous cugom applicationsat the diferent DAACs are liged in
document 920FDx-502, where E for EDC, L for LaRC, G for GSFC, or N for
NSIDC; a short, eay-to-use hadware/software mapping isavailable asdocument
910-TDA-005.
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Type cd /usr/ecskmode>/CUSTOM/<HWCI>/<madcine_name>/data, press he
Return/Enter key, and then listhe content®f the diectowy (i.e., typels and then s
theReturn/Enter key).

e For <HWCI>, enterthe name ofthe hadware configuration item diectoy to be
accessedtlie direcory /usr/ecs<mode>/CUSTOM may be listed to diplay avail-
able direcories). For <macdhine_name>, enterthe name othe diectowy for the hos
to be accessed.

If the Is command eturns nothing,that indicateshat the mount poirns gone;the Sysem
Administrator will have to e-establish the mountpoint usng standad procedue guid-
ance n the appopriate Engineerng Techncal Direcive.
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Recover ing fr om a Subscr iption S erver Problem

Many elementsof ECS functioning ely upon the health and aect opeation of the
Subsciption Server (SBSRV). Archive insetions or dektions of dat are accorpanied by
notificationfrom the ScienceData Sever (SDSRV) to SBSRV, and in espons, bagd on sored
subgriptions SBSRV initiates actions gecified in the sub<riptions Therefore, if SBSRV is
not functioningpropety or if it is not communicatingucesfully with SDSR/ or other ECS
elements ECS opeations will be impared. Use thefollowing proedureto ensure tha SBSRV
is functioning popety or to recoverfrom a poblem with SEBRV.

Recovering from a Subsription Server Problem (Procedure 6.1)

1 Check to ensuretha the subscription srver is up and listening.

e Launch ECS Assstant on he Interface ®rver host and execw procedues to
monitor the gatus of the sib<ription srver and cdsping all servers usng
appioprate pocedues

e |f the ®rverisup and lisening,go to Step 3.

2 If SBSRV is down ornot ligening, use theprocedue Using Saipts to Start Up/Shut
Down Servers (Document 611=ED-600-001, Section 26L0.1) to stop andthenrestart the
sewer.

3 Use the SBBRV GUI to add an FPpus$ subscription for insertion of a small datafile
(e.g., AST_L1BT).

e Use appopriate pocedues[e.g., Fulfilling a Need for a OneTime Subgription
(Document 611ED-600-001, Section 191.1)].

4 Have the Database Adminidrator (DBA) log into Sybae usng the UserName and
Pasword that the erver is ugng.

e Have DBA log onto the SBSRV databas hog (i.e., x0ins01, where x is g for GSFC
| for LaRC, e for EDC, or n for NSIDC). Then type isql -UEcSbSubSever -
Sx0ins02_svr, then pessthe Return/Enter key, and, when pompted, enter the
appioprate pasword.

e |f the Sbase accesstampt is successfl, the ISQL prompt 1> is displayed. Type
exit and pess theReturn/Enter key.

e |f the Sbase accesstatpt is not successfl (i.e., the ISQL prompt is not displayed),
it may be necesry to restart Sybag, usng appopriate procedues (refer to
Databae Administrator Responsbilities, Document 611ED-600-001, Section |
4.3).
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Recover ing from Granul e Insertion Problems

Succesful data sorage tinctionsare the hedrof ECS. Succesful inges of dataor procesing
of data to poduce new gence data gmulesrequire that Storage Management(STMGT) is
inserting the poduct into the ahive and that Science Data @ar (SDSRV) is inserting the
asociated metadata into the inventor Staging diks and staging monitors for the Archive
server andthelnges FTP srver are al® involved in thisproces. To check theudnctioning of
theseelenment, it is necessarthatthe ESDTs ae installed and avdable, and hat subsciptions
havebeenregistered asnotedin previoussectionsof this lesson. Have the mged/Distribution
Technicianinsert a small file. Then, use the bllowing procedue to ecoverfrom ganule
insertion problems

Recoverng from Granule Insertion Problems (Procedure 7.1)

1 Log into thehod for SDSR/ (e.g., e0ac95, g0acH3, I0acH3, n0acH4) and eview the
server log (EcDsSienceDatlServerDebug.log); rder to Checking Server Log Files
(previous section ofthislesson).

e Examine the sction ofthe log with enies nearthe time ofthe poblem,looking for
error messageshtatindicate communicaion failure.

e |If the log file enties indicae a conmunicaion poblem, not the sever(s) with
which thee isimpaiment ordisruption ofcommunication.

e Repeathis step for the Archive Srver (e.g., on hostx0drg01 whee x is g for GSFC
| for LaRC, e for EDC, or n for NSIDC) where the sever log to examne is
EcDsSArchiveSrverDebug.log, and, as indicated in any engs referring to
assocated comnmunicaions poblens, EcDsStStagingDskServer Debug.log and
EcDsSCacheManagerServerDebug.log. Also on hosx0drg01, repeatthis step for
the Reques ManagerSewer (EcDsSRequestManagerServerDebug.log).

e As indicaied n any enties referring o asso@ted communicaions problens, repeat
this gep for the Advetising Sewer (e.g., on hos x0ins02 whete x is g for GSFC |
for LaRC, e for EDC, or n for NSIDC) where te sever log b exanine &
EcloAdServerDebug.log, and br the Subeription Sewer (e.g., on hog x0ins01
where x is g for GSFC | for LaRC, e for EDC, or n for NSIDC) where the server log
to examineis EcSbSubSever Debug.log.

e |f there ae no appant communicationproblems go to Step 2.

e Use appopriate pocedues to resolve any communicationgproblems [refer to |
Recovering from a Comectivity/DCE Problem (Procedure 3.1) (previous section
of this lesson)]. |
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Note: To run the Check Achive scipt EcDsCheckArchive, it is necessary to enter eight
databas-specific paametes when promptedduring the munning ofthe sript: STMGT SQL
sever nane, STMGT daabase rame, STMGT SQL sewer uendD, STMGT SQL sewer
databas pasword, SDSR/ SQL server name,SDSR/ databas name, SDSR/ SQL server
usrID, and SDSR/ daabase password. To facilitate the smooth eecution of the script, the
paameers may be set as environmentd variables indead. The paameers are not readily
available to mog opeegtors, therefore, you will need to obtain themrdm the Databas
Administrator or have the Databas\dminigtrator run the sript for you, usng geps2 through 4.

2 On the hostfor the Archive Server (x0drg01l), type cd /usr/ecskmode>/CUSTOM
/utilitie sand hen pess heReturn/Enter key.

The pompt eflectsthe diectoly change tdusr/ec<mode>/CUSTOM /utilitie s.

3 Type EcDsCheckArchive <mode>.

The Check Archive ript runs the diplayed inbrmation $would be snilar to the
following:

This script is designed to validate the Inventory
against the Archive.

The user mu st select th e menu option asso ciated with the
Volum e Group to be validated

Please press [RETURN] to continue

4 Follow the onscreen pomptsfor the €ript, enterng the necesry palametes.

The ript providesindication ofany digrepanciesbetweenthe presenceof granules
in the Archive andentiesin the nvenbry (metadat). Note thatthe appeance ofa
discrepancy is not necesarily indication of a fallure (eg., if a ganule hasbeen
deletedbut the inventoly databas hasnot been cleaned ughere may be inventgr
enties for which there ae no ganuks n the achive), but a problem may be
indicated ifa digrepancy isappaent for a gianule that yoyust inserted. Note alo
thatthis script would not reveal a poblem if you attempted to imst a ganule which
failed to ge inserted and dso hal its meadata fail to be inserted into the inventory
(i.e,, no ganule and no inventgrentry = no digrepancy) Therefore, if the script
revealsno digrepancies it may gill be useful to conduct adirect examinationto
determine if the ganuk has beemseted.
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On the hostfor the Archive Server (x0drg01 [or xOdrgOn]), type the diectoy change
command cd /dss stkl/<mode-/<data_type diectory> and then s the
Return/Enter key.

e The pompt indicateschange to the /dss stkl/<mode>/<data_type diectory>
directoy.

Typels -al | grep "<date>" where "< date>" is athree-letter abbreviation for themonth
followed by a numbeiindicating the daygg., "Apr 21" ), and hen pess he Return/
Enter key.

e If the inserted file is digplayed, with dae and timeof entry, go to Ste 7.

e If theinserted file is not digplayed, have the Ingest/Distribution Technidan insert the
file agan. If this succeedsi,, the file is now listed), goto Step 7; othewise, have
the Archive Managerconduct the mcedue for Recoveryfrom Failure to Store or
Retrieve Dat (Document 611ED-600-001, Section 17.6).

Determine if the inserted file is reflected in the Inventory Database (Database
Administrator function) by logging into Sybason the hosfor SDSR/ [use procedue
smilar to deps 4 and 5 of Recovering from a Subsription Sever Problem
(Procedure 6.1) (previous section ofthislesson)] and then decting the data type.

e If the inserted file is reflected in thelnventory Ddabase, go to Ste 8.

e |f the in®rted fle is not rflected in therventoy Databas, peform the pocedue
for Recovery fom a DatabaseAccessProblem (Procedure 4.1) (previous section
of thislesson).

Detemine if the diectoy from/to which the copy iPeing madeis visible on the
machine being sl; check the mount points the Achive hos andthe SDSR/ hod
[use the pocedue Recovering from a Misshng Mount Point Problem (Procedure 5.1)
(previous section ofthislesson)).

e |f the mount pointare OK, go to Step 9.
e |If necesary, re-establish the mount poing).

If you in®rted the fle with the DSS Diver, go to Step 11.If you ugd Inges$ to insert
the fle, on the hge$ hod (e.g., eOicg0l g0icg0l I0icg0l) examne te drp- or icl-
mountedstaging directoly to detemine if a faging di& was created.To do this first
type cd /usr/ecskmode>/CUSTOM/drp/<hog>/data/gaging/cache (or type cd
/usr/fecs<mode>/CUSTOM/icl/<hog>/data/StagingArea/cache), then press the
Return/Enter key.

e The pompt reflects a changeotthe spedied drecory. [Note Be sure that youare
checking the caoect mount/has Mog ingeds use Inges$ subs/stem staging areas
(i.e, icl), but othes may not. Media inges (e.g., from D3 tape)typically involves
staging in adip area. For a polling ingesfor data fom EDOS, the polling diectory
may sewne asthe staging area. Some dat are shged diecly to working sbrage n
the Data Seer subgystem. If in doubt,conslt Inges$/Archive pesonnel]
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10

11

12

13

Typels -al | more and hen pess heReturn/Enter key.

* Any daging aeas are listed in output 8nilar to thefollowing sample

-rw-rw-r-- 1 cmshared cmshared 10375 Jan 30 14:46 :SC:L70RF2.002:16015:6.HDF-EOS
-rw-rw-r-- 1 cmshared cmshared 535563 Jan 30 14:46 :SC:L70RF2.002:16015:7.HDF-EQOS
-rw-rw-r-- 1 cmshared cmshared 154399 Jan 25 12:34 :SC:L7CPF.002:13835:1.ASCII
-rw-rw-r-- 1 cmshared cmshared 154399 Jan 25 14:17 :SC:L7CPF.002:16644:1.ASCII
-rw-rw-r-- 1 cmshared cmshared 154399 Jan 25 17:31 :SC:L7CPF.002:16769:1.ASCII
-rw-rw-r-- 1 cmshared cmshared 67466 Jan 25 18:11 :SC:L71GS.001:16789:1.ASCI|
-rw-rw-r-- 1 cmshared cmshared 43570 Jan 25 18:04 :SC:L71GS.001:16790:1.ASCI|
-rw-rw-r-- 1 cmshared cmshared 499804704 Feb 6 11:49 :SC:MODO000.001:11856:1.CCSDS
-rw-rw-r-- 1 cmshared cmshared 320663592 Feb 6 11:51 :SC:MODO000.001:11856:2.CCSDS
-rw-rw-r-- 1 cmshared cmshared 540 Feb 6 11:51 :SC:MOD000.001:11856:3.CCSDS.

e |f a shging aea br the nseted file appeas atthe end othe ist, go b Step 11.

e |If no shging aea appear for the nseted fle, it is possble thatthe ihgestfailed and
tha the staging area was immediately removed as pat of dean-up. Check the Ingest
logs (e.g., EcinReqMgrDebug.log, EcinAutoDelug.log, EclnGranDebuglog, or
EclnGranDebug.log, depending on the type dhges) [refer to the procedue for
Recoveringfrom an Ingeg Problem (Procedure 91) (subquent sction of this
lesson) to deermine i a saging disk was ceaed. If no saging disk was ceakd,
peform the pocedue Recovering fom a Connecivity/DCE Problem

(Procedure3.1) (previous section ofthis lesson).

Have the Achive Managerenaire that the Achive volumegroupsare set up correctly
[refer to Use Sbrage Managenent GUIs to Display Archive Path Information

(Archive Lesson, 625-CD-010-002).

Have the Achive Managerengire that the volumeyroupsare on line [refer to Using the
AMASS GUI to View Volume Group and Volume Information (Archive Lesson,

625-CD-010-002)].

Examine the server logsto deermine if the subscription was triggeed by the insertion
[refer to the procedure for Checking Server Log Files (Procedure 2.1) (previous

section of thislesson)].

e On the SDSRV hog (eg., eOac®5, glac®3, l0acdD3, nOacH4), exanmne
EcDsSienceDataServerDebug.log to determine if SDSRV sent a trigge (event

notification), the enty should be snilar to the bllowing:

05/06/99 12:51:53: DsBtSbsrvNo tifier: Notification s ent to sbsrv for INSERT of
SC:AST_L1BT.001:2059.

e On the SBSRV hog (eg., eOinsO01 gOingd1, 10ins01, nOins0l), examne
EcSbSubSever ALOG to deermine i SBSRV receved he tigger the enty

should be snilar to the bllowing:

PID : 3020:MsgLink :0 meaningf ulname :EcSbTriggerEventRequestTriggerTrigger
Msg: Triggering event for EventlD = 74 Priority: O Time : 05/06/99 12:51:54

PID : 3020:MsgLink :0 meaningf ulname :EcSbTriggerEventRequestTriggerTrigger0
Msg: Firing subscriptions for event #74 Priority: 0 Time : 05/06/99 12:51:54
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Note EventlD = 74 identifies the event & Insert of AST_L1BT. This informaion
may be obtaineddm the lis of eventson theSubgription GUI, or by examiningthe
EcSbSubSeverDebug.log and noting the BEveniD speciied ther when he
subgcription wasedablished.

Note It is also posdile  check or the BSRV recept of the riggerby exanining
EcSbSubSeverDebug.log. However the amount ofnformation to be gted in that
log may complicate the tiks If you choo® to use EcSbSubSever Debug.log, you

should look br enties Smilar to the bllowing
05/06/99 12:51:54: EcSbTrigge rEventRequest:Trigger: Triggering event for EventID = 74.

EVENTPARMS[UR(UR:10:DsSh ESDTUR:UR:15:DsSh SciServerUR:13:[VT C:DSSDSRV]:20:
SC:AST_L1BT.001:2201)

--UnnamedPL[

---Colle ction Descri ptionC lass[ ShortName(AST_L1BT) VersionID (1)]
---ECSDataGranule [Size MBECSDataGranule (0.001000000047497451)

Produc tionD ateTime(07/10/98 14:49:27)]

---SingleDat eTime[ Timeo fDay(09:12:34.567890) CalendarDate(07/30/98)]
---SpatialDomainContainer[]

---Additiona IAttribute s[

----Additiona IAttribut esContainer[AdditionalAttribut eName(ASTERGRANUL EID)
----- InformationC ontent[

------ ParameterVal ue[ParameterVal ue(ASTL1BT1997032015:00:01199703200001)]]]
----Additiona IAttribut esContainer[AdditionalAttribut eName(DAR_ID)

----- InformationC ontent[

------ ParameterVal ue[ParameterVal ue(12345678)]]]] dblD(2201) type(SC) subType(AST_
L1BT.001)

---nonS cienceData[

----DATAFILEGROUP[userDat aFile (tahoe-nor th-middle .MTA)

internalFileName(:SC:AST _L1BT.001:2201:1. HDF-EOS) checkSu m(0) fileSize(517)

Arch ivelID(DRP1_TS1:AST_L1BT.001) backuplde ntifier() offsiteldentifier() ESDTStatus(1)
archiveDescri ption(None)]

----DATAFILEGROUP[userDat aFile (tahoe -nor th-middle .hdf)

internalFileName(:SC:AST _L1BT.001:2201:2. HDF-EOS) checkSu m(0) fileSize(5410105)
Arch ivelID(DRP1_TS1:AST_L1BT.001) backuplde ntifier() offsiteldentifier() ESDTStatus(1)
arch iveDescri ption(N one)]] Size MBECSDataGranule (5.410622119903564)]]
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e On the SBSRV hog (eg., e0ns0lL gOind1, 10ins01, n0Oins0l),, examine
EcSbSubSeverDebug.log to ddermine if SBSRV sent an acquire request to
SDSRV; the enty should be snilar to the bllowing:

05/06/99 12:51:55: Ec SbSubscri ption:Execu te: Action = A CQUIRE :

-paramet ers FTPUSER(jrattiga) FTPPASSWORD(abc123) FTPHOST(t1dps04) FTPPUSH
DEST(/hom eljrattiga /pus h) ECSUSERPROFILE(te ster) DDISTNOTIFYTYPE(MAIL) DDIST
MEDIATYPE(FtpPus h) DDISTMEDIAFMT(FILEFORMAT)]

05/06/99 12:51:55: Execu te acquire here

rpciD :------------- Dump of RPC ID ---------------

Transaction ID: [fc6905d 4-03d3-11d3-8f4a-c676e82eaa77]
Sub Transaction ID: [SDSV]

Readable tag: []

Server I D: [SBSV]

Subinde x: [0]

05/06/99 12:51:56: new RpcID = ------------- Dump of RPC ID ---------------
Transaction ID: [fc6905d 4-03d3-11d3-8f4a-c676e82eaa77]

Sub Transaction ID: [SDSV]

Readable tag: []

Server I D: [SBSV]

Subinde x: [1]

05/06/99 12:51:56: name = UR

05/06/99 12:51:56: === found UR =====

05/06/99 12:51:56: UR is ==> UR:10:DsShESDTUR:UR:15:DsShSciServerUR:13:[VT C:
DSSDSRV]:20: SC:AST_L1BT.001:2201

e On the DDBT hog (eg., e0ds02 g0dif2, 10dis02, n0dis02), examne he log
EcDsDistri butionServerDebug.log to determine if an e-mall notification was sent to
the ueridentified in the sbription; the outputisould be snilar to the bllowing:

05/06/99 12:52:41: Media::SendNotific ationM essag e.(myNo tify,mySite,myCo nfig-

>GetMode(),mailAddress): (,, TS1, cmtsl@tlinsO2u.ecs.nasa.gov

Media::SendN otific ationM essag e: Getting e-mail address from configur ation file.

05/06/99 12:52:41: DdDsDoneQueue::Thread Was marked SyncDone and Signaled.
RequestID=125125210220554

e If the subscription trigger activity is not rdlected in thelogs or thelog $hows an
error message indicating trigger failure, perform the procedure for Recoverng from
a Subgription Server Problem (Procedure 6.1) (previous section ofthis lesson).

e |f thelogsindicate that theubscription triggers worked popety, continue with the
procedue for Handling an Acquire Failure (Procedure 8.1) (subsquent sction of
this lesson).
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Handling an A cquire Failure

As afirst check, it is gppropride to deermine if the acquire request gppears in thelist of Sysem
Requess onthe Science Data Sar GUI. If the acquie reques doesnot appeaon the Science
Data Sever GUI, you will need to detenine whee the beakdown occued. Diagnosng an
acquie failure requires detailed examination afhe llowing system log fles and diectoies

assocated wih the pocess:

e Science Data Seer log file (EcDsScienceDataS&erDebuglog).

e Archive Severlog file (EcDsStArchiveSeverDebuglog).

e STMGT Reques$ ManagerSewer log file (EcDsStRequeiMianageDebuglog)

e Staging Area.

- Presence ofhe |evantfile.

- Staging Dik log files (EcDsStStagingDig&SewerDebuglog or EcDsStStaging
MonitorServerDebuglog).

- Space avdable in the saging aea.

In addition,note that a numbeaf servers, clients or othersoftware runningon varioushods, as
reflected in Eble 2, may be involved at vesustimesin procesing an acqui reques. More |
information u®ful in troublefiooting may appean related logson thes hoss.

Table 2. Hosts, Servers, Clients and Other Softwar e Relevant to A cquir es

HOST

SERVER/CLIENT/OTHER SOFTWARE

Distribution Server (e.g., x0dis02)

Distribution Server (EcDsDistribution Server)

8mm Server (EcDsSt8MMServer)

D3 Server (EcDsStD3Server)

Request Manager Server (EcDsStRequestManagerServer)

Working Storage (e.g., xOwkg01)

Archive Server (EcDsStArchiveServer)
Cache Manager Server (EcDsStCacheManagerServer)
Staging Disk Server (EcDsStStagingDiskServer)

SDSRYV Server (e.g., x0acs03)

Science Data Server (EcDsScienceDataServer)
HDF EOS Server (EcDsHdfEosServer)

Access/Process Coordinators (APC)
Server (e.g., x0acg01)

Archive Server (EcDsStArchiveServer)

FTP Distribution Server (EcDsStFtpDisServer)

Cache Manager Server (EcDsStCacheManagerServer)
Staging Disk Server (EcDsStStagingDiskServer)

Pull Monitor Server (EcDsStPullMonitorServer)

FSMS Server (e.g., x0drg01)

Archive Server (EcDsStArchiveServer)
Cache Manager Server (EcDsStCacheManagerServer)
Staging Disk Server (EcDsStStagingDiskServer)

Interface Server 02 (e.g., x0ins01)

Subscription Server (EcSbSubServer)
Event Server (EcSbEventServer)
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Use the bllowing procedue to:

e make theinitial check on theSdence Data Sever GUI.

e follow up with dhecks of the Sdence Data Sever log file, Archive Saver log file,
and Rques Managerlog file.

e detemineif afalure occured duiing copying ofthe ilesto a saging aea @nd if so,
wheterthere is sufficientstaging space avhdble).

Handling an Acquire Failure (Procedure 8.1)

1

Examinethe Sydem Requests displayed on theSdence Data Sever GUI to deermine if
SDSRV receved te acquie requestfrom SBSRV [use procedue Monitor Sdence
Data Server Request Processng (Document 611=D-600-001, Section 167.5)]. |

Onthe SDSRV Server host(e.g., e0acs05g0acs03]0acs03 n0acs04)review the sever
logs (EcDsSienceDatServer.ALO G, EcDsSienceDatServerDebug.log); rder to
Checking Server Log Files (previous section ofthis lesson).

e Examine the sction ofthe log with enies nearthe time ofthe poblem,looking for
mesagesthat indicate whethdahe elevant fle wassuccesfully acquired.

e The EcDsSienceDatServer.ALO G file should contain enies identifying the file
to be acquied by the ShdaName ofthe coresponding ESDT; enties should be
similar to thefollowing:

PID : 29168:MsgLink :0 meaningf ulname :DsSrSessionE xecu teRequestStartO
Msg: Request ID b5156038-03d3-11d3-8d16-c676e82eaa77:????: executing:

DsSrRequest (1): DsShSciRequestimp: [ svr: Sc ienceDS, pri: NORMAL domain: |
(DsShSciCommandimp: service: INSERT num parameters: 3 category: Paramet ers are:

-Unnamed PL[SHORTNAME(AST _L1BT) VERSIONID(001)
--MAINGROUP[SHORTNAME(AST _L1BT) VERSIONID(001)
---METAFILEGROUP[METADAT AFILE(/home/cmo ps/data/SCAST_L1BT.0011279.met)]
---DATAFILEGROUP[DATAFILE(/hom e/cmops/data/tahoe-north-middle .MTA)]
---DATAFILEGROUP[DATAFILE(/hom e/cmops/data/tahoe -nor th-middle .hdf)]]]

WC)

e The EcDsSienceDaiaServerDebug.log file should contain enies regarding the
acquie activity. The following typesof mesagesshould be included in the logjéd:

05/06/99 12:52:01:

About to execute Statement: exec P rocinsertRegDomain 2205, "UR:10:DsShESDT
UR:UR:15:DsSh SciServerUR:13:[VT C:DSSDSRV]:20:SC:AST _L1BT.001:2201"

05/06/99 12:52:01:

About to execute Statement: Proclnsert AcquireCmd 2206, 2205, 3, null, null, " tester",
"FtpPush", "MAIL", "FILEFORMAT", null, " jrattiga", "abc123", "t1d ps04", "/hom e/jrattiga
/push", null, null
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e |f the ShotName doesot appeain the fle, with a timesamp comrespondingto the
time of the attemptedacquie, SDSR/ may not be unning, or may not be
communicating with otheservers. Check to besure the server is up [refer to Using
Whazzup and ECS Monitor to Check the Status of Hosts and Severs (previous |
section ofthis leson)] and,if appopriate, check br connectivityproblems|refer to
Recovering fom a Connecitvity/DCE Problem (previous section ofthis lesson)].

» If thelog file doescontain eniesfor the elevant ShaiName,and indicateshat two
files (the fle and itsasociated metadatailé¢) are being distributed, SDSR/ has
complded itsrolein theacquire Go to thenext sep.

e |If the ALOG containsthe ShotName, and als containsan eror showing that the
datafile time samp does not mdch thetime samp required by theacquire the daa
file needsto beremoved from theSdence Data Sever and renserted.

- Thisis usually done umg a ript called D®bCleanGanules

To ingect the Achive Sever log and Rques ManagerSewer log for eror mesages
assocated wih the acquie, on the Archive host(e.g., e0Odrg0l g0drg0O1, |0drgO1,
n0drg0l1), review the respecive sewer logs (EcDsSArchiveSrverDebug.log,
EcDsSRequestManagerServerDebug.log); refer to Checking Server Log Files
(previous section ofthislesson).

e Examinethe sectionsof the logs with enties nearthe time ofthe poblem, looking
for mesages that indicate whethethe Reques Managerhandled the eques$ and
wheter the Archive Sxver log shows hat the ilevant file was successfly
acquied.

e |If the logsindicate that theetevant fle was succesfully acquied, go to the next
step

e |If the fle was not siccesfully acquired, have the Achive Managerperform the
procedue Recovery fom Failure to Store or Retrieve Data (Document 611,
Section 176.6) to troublefioot and caiect any AMASS poblems

To dagermine whether the file beng acquired (or alink to it) and its assodated metadata
file arived in the Data Disibution g$aging aea, on the Distribution Sewer (e.g.,
e0ds02 g0diD2, 10dis02, n0dis02) type cd /usr/lecskmodes/CUSTOM/drp/
<archivehost/data/gaging/cache and hen pess he Return/Enter key.

e The pomptindicaes he changedthe spedied drecory.
Typels -Irt and hen pess heReturn/Enter key.

e The content®f the diectoy are diplayed.
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Review thelisting to deéermine whether the rdevant file and its metadda file arrived in
the saging aea.

e The diplay fould contain enies smilar to the bllowing:

Irwxrw xr-x 1 cmsh ared cmsh ared 75 Apr 26 12:52 L7CPF19980518 19980518.01 ->
/usr/ecs/ TS1/CUSTOM/drp/rave n/data/staging/ cach e/:SC:L7CPF.001:1427:1.ASCII
-rw-rw-rw- 1 cmsh ared cmsh ared 14802 Apr 26 12:52 SCL7CPF.0011427.met
-rw-rw-r-- 1 cmsh ared cmshared 111 Apr 26 13:01 staging.dis k.file name.list
-rw-rw-r-- 1 cmsh ared cmsh ared 2044 Apr 26 13:01 PACKING.LST.115124935248431

e |If the rdevant files were not siccessfully staged, the saging log files may reveal the
causego b Step 7.

e |If therelevantfiles were succesfully staged,an acquie failure could be aesult of
problens with related sewvers or software (see Table 1) Ensue that the necessgr
hogs andservers are up fefer to Using Whazzup and ECS Monitor to Check the |
Statusof Hods and Severs (previous section ofthislesson)).

To inspectthe Staging Disk log for eror messages ass@ited wih the acquie, on he
APC Server hog (e.g., e0acg0l gOacg0] 10acg02 nOacg01l), reiew the server logs
(e.g., EcDsStStagingDskServer Debug.log, EcDsSCacheManagerServerDebug.log); |
refer to Checking Server Log Files (previous section ofthis lesson).

e Examine the action ofeach log with enies nearthe time ofthe poblem,looking for
messageshatindicaie wheherthe ©elevantfiles wee successflly staged.

« |f the Elevantfiles wee not successflly staged,the cause @y be a &ck ofspacen
the shaging aea;go © Step 8.

e |If therelevantfiles were succesfully staged,an acquie failure could be aesult of
problens with related sewvers or software (see Table 1) Ensue that the necessgr
hogs andservers are up fefer to Using Whazzup and ECS Monitor to Check the |
Statusof Hogs and Severs (previous section ofthis lesson))].

To check he space avible in the saging aea, on the Dstibuton Server (eg.,
e0ds02 g0din2, 10dis02, n0dis02) type cd /usr/lecskmodes/CUSTOM/
drp/<archivehost-/data and hen pess he Return/Enter key.

e The pomptindicates he changedthe spedied drecory.
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9 Typedf -k . (besureto indudethe”.”) and hen pess he Enter key.

e The flesystem, saging di& space capacity in kbyteamountused, amountavailable,
and pecentof capady are dsplayed, as n the following exanple:

Filesystem kbytes used avail capacity Mounted on
t1drg01:/usr/ecs/TS1/CUSTOM/drp/tldrg0l/data

225209856 173253056 51956800 77%
/datal/ecs/TS1/CUSTOM/drp/tldrg01/data

e |f thereis notadequatemace br gaging the éevant fles, it will be necesary to free
up addiional space €.g., by puging expred files from cache)
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Recover ing fr om Ingest P roblem s

Ingest problems may vary sgnificantly, with symptomsmanifested tha are specific to the type
of Inges being attempted!f a poblem occus, there isusually helpul information availableon
the Inges GUI and it should be examinedirst. Inge$'s many intefaceswith other ECS
subsystms meanthatingestproblens may be taced notbnly to the Ingestsubsystm itself, but
also b nunerous oher ECS subsystms. Moreover, Ingesthas nterfaces wih external data
providers, and herefore pooblenms may often be taced © conmunicaions wih them The
Inges$ lesson (Document 625-CD-008-002) provides detailed inbrmation on tacing hges
problems and ifa poblem occus, the hges Technician/Achive Managermay often be ableto
resolve it through application ofome ofthe poceduesdesribed in that leson. Specifcally,
the Inges Technician/Achive Manager should initially examine eor indications and data
availableon the hges GUI and eview relevant log fles for error indications including logsfor
the Inge$ GUI, the Ihges Reques Manager the ihges$ Granule Serer, andthe relevantinges
Client. Inges personnel can als peform proceduesfor:

* Recovering fom a Faulty DAN.

» Recoverng from Exceedng the Volume Threshold.

* Recoverng from Exceedng the Maximum Number of Concurrent Requests.
» Recoverng from Insufficient Disk Space

e Recoverng from Exceedng the Expiration Date/Time Period.

* Recovering from File Transfer (ftp) Error.

e Recoverng from Processng Errors.

If they ae unable toave the poblem,there may be eme additional wuble$ooting elated to
granule insrtion that will be helpdil. After Inges$ personnel exhaus relevant troublesiooting
proceduesfrom the hges$ lesson (Document 625=D-008-002), use the bllowing procedue to
engire that the maniésted Inge$ Problem doesnot reflect ganule ingrtion problems If the
problem cannot be ideni&d and fxed without helpwithin a rea®nableperiod of time, the
appiopriate respong isto call the help désor submit a touble ticketin accodancewith site
Problem Management policy.

Recoverng from IngestProblems (Procedure 9.1)

1 Have the Ingest Technidan peform a test ingest of an appropride type (i.e., polling
inges of MODIS LO data,inges of AST_L1BT data fom D3 tape, polling inges of
Attitude datawithout delivery recod, polling inges of L7 IAS data with deliver recod,
auto inges of L7 Fomat 1 and Fanat 2 data) depending on the type dhges
assocated wih the poblem
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2 Enaure tha the insertion worked normdly and thd the insertion is reflected in the
Archive and Inventoy Databass, and perform any necesry comective actionsf the
insertion did not wok.

e Use he pocedue for Recoverng from Granule Insertion Problems (Procedure
7.1) (previous section ofthis lesson).

Recover ing from PDPS Plan Creation/Activation and P GE Problems

Many ECS functions patticularly those related to the Planning and DataoPesing Subgstems
(PDPS) are dependent on a@rct registration and tinctioning of the science algoithms or
Product Genestion Executives (PGEs). The initiation of succesful PDPS #@inctions is
dependent on the ability toeate and activate @duction plans The corect functioning of
PGEs is in tum dependent on theurictioning of SDSR/ and STMGT in datainsertion and
archiving, as well as related communications If ther is a poduction planning problem,
planning personnel have some initial toublefiooting that they can do ing the guidance in
Troubleshooting Production Planning Problems (Production Planning and 8cesing Lesson,
Document 6253=D-006-002). Production pesonnel may apply guidand®r Troubleshooting
Processing Problems (Production Planning and Btesing Lesson, Document625-CD-006-
002). If they ae unable toasolve the poblem, additional toublefooting maybe necesary.
Troubledooting PGE problems typically includesinserting a snall file to check that data
insertion and achiving functionsare woking, aswell aschecking PDPS mount poinédthen
examining PDPS and SD$Rogsto sarch for evidence otommunicationgailure during PGE
execution. It may alo be help@il to have PDPS psonnel ceate and activate a planing
sample PGEs suchasETS and ACT. Use the bllowing procedue to ecoverfrom pooblems
with plan ceation oractivation and theunning ofPGEs.

Recovering fom PDPS Plan Creation/Activation and PGE Problems (Procedure 101)

1 Examine the server logs to deermine if PDPS ommuni@ted with SDSR/ during the
PGE executon assodted wih the problem using the procedue for Checking Server
Log Files (Procedure 2.1) (previous section ofthislesson). |

e On the host for the Queung Server (eOsps04, g09ps06, [0sps(B, or nOsps),
examne EcDpPrJobMgmtDebuglog andEcDpPr DeletionDebug.log.

e On the hog for SDSR/ (eOac95, glac®3, 10acHD3, or nlacH4), exanmne
EcDsSienceDatServerDebug.log.

e |If the lbgs hdicaie evdence ofconmunicaion failure, peform the procedue for
Recovering from a Comectivity/DCE Problem (Procedure 3.1) (previous section
of thislesson); if the log siggess a databasacces failure, perform the procedue for
Recoverng from a DatabaseAccessProblem (Procedure4.1) (previous section of
this lesson).
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Enaure thatPDPSpersonnelhave thooughly reviewed the poblem ughg proceduesfor
Troubleshooting Procesing Problems [refer to Pioduction Planning and &cesing
Lesson (Document 6252D-006-002).

e When a BE binaly fails, a faled PGE granuk is stored n the achive; this is
essentially a tar file of thePDPS run-timedirectory. It may be hdpful to rerieve the
relevant falled PGE granuke from the achive andexamne the information for
indicationsof the poblem. If there isindication ofa poblem with thePGEDbinauy, it
may be necesary to refer the poblem to SS&T personnel br solution.

Insert asmall file usng theDSS Drive.

e TheDSSdriver is usd for ingerting dda into thedaa server (archive), paforming
acqures from the archive, andbr seaching the achive for granukes. It is launched
by running a sript, EcTsDsClientDriverStart, on the SDSR hod (eOac$5,
g0ac93, 10acH3, or n0acH4). Then you bllow promptson the sreen to pecify
da@inset, main daftype,any accorpanyng metadat, and flename(s).

Enaure tha the insert into the SDSR/ daabase and Archive worked and tha the
insertion is reflectedin the Archive and hventoy Databass, and peform any necesry
corrective actionsf the ingrtion and asociated tiggers did not wok.

e Use he pocedue for Recoverng from Granule Insertion Problems (Procedure
7.1) (previous section ofthis lesson).

Detemine if the Planning and Data ¢tesing Subgstems (PDPS) mount point is
visible on the SDSR hod (e0ac$5, g0ac93, I0acD3, or n0acH4) and on the Ashive
Sewer hog (e0Odrg01 g0drg01, I0drgl, or n0drg0l) by following the pocedue for
Recovering from a Misshg Mount Point Problem (Procedure 5.1) (previous section
of thislesson).

To checkout PDPS tinctions have planning psonnel ceate and activate a plan tanr
ACT andETS PGEs, usng applicable prceduesto create poduction equess [refer to
the pocedue Create New Production Request (Document 611ED-600-001, Section |
131.2)] and to creae and adivate the phn [refer to the pocedue Create New
Production Plan (Document 611=D-600-001, Section 12.3)]. |

e Enaure that the necesary input and tatic files are pesnt in SDSK/, udng as
guidance Stepg, 3, and 4 ofthe pocedue for Recoverng from Granule Insertion
Problems (Procedure 7.1) (previous section ofthis lesson).

e Enaure that the necasary ESDTs (e.g., for AST_09T, AST 08, and AST_05) are
installed, usng applicable prcedues [e.g., Recovering fom Problems with
ESDTs, DAP Insertion, SSI& T (Procedurel2.1) (subquent sction ofthis lesson)
and Add Science Datn Server Data Types (Document 611ED-600-001, Section |
16.7.3)].

e Enaure that thee isa sib<ription for AST_08 FTPpu# enteed into SBSRV, usng
appopriate pocedues [e.g., Fulfilling a Need for a One-Time Sub<ription
(Document 611ED-600001, Section 191.1)].
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7 On the Queuing Seer hod (eOsps™, g09s06, 10sps(3, or nOspsB) or the Science
Procesor hog (eOg01, gO9g01, 10spg0l, or nOsps@), check the PDPS run-time
direcbries, as bllows:

e Type cd /usr/ecskmode>/CUSTOM/pdps/<processo host/data/DpPrRm/
<processo_host_disk/<PGE_directory>/<PGE#veision_no> and the pes the
Return/Enter key.

e Listthefiles (i.e, type Is -al | more and hen pess he Return/Enter key). Note
At the complédion of a successful or unsiccessful PGErun, its run-time directory is
cleaned up. Therefore, you will only e wun-time directoies for PGEs that are
currently running orfor which execution habeenstopped. If executionis stopped,
conduct touble$ooting in accatance with poceduesfor Handling a Job that is
Hanging in AutoSys [refer to Poduction Planning and &tesing Lesson
(Document 625=D-006-002).

8 Determine if the userin the subsaption receved an email message concamg the
FTPpus [refer to Stepl3 of the pocedue for Recoverng from Granule Insertion
Problems (Procedure?.1) (previous section ofthis lesson)].

9 Determine if the files were pushed to thecorrect directory [refer to the procedure for
Recoverng from Data Distri bution Problems (Procedure14.1) (subssquent sction of
this lesson)].

10 Execue cdspng of machines wih which DDIST communicates fom x0dis02 [refer to
the pocedue for Using ECS Assistant to Monitor Server Status (Document 611CD-
600001, Section 37.3.2)].

e |t maybenecesary to rebootany machineg) from which thee isno respons [refer
to the pocedue for Warm - By Subgstem Startup (Document 611ED-600-001, |
Section 31.1.2)].

Recover ing from QA Monitor Problems ‘

The Qudity Assurance (QA) Monitor GUI is used to record theresults of a QA check on a
sciencedata poduct, updating the QAl&ag in the metadataThis function isdependent on the
presence in SDSRY/ of the daato beevaluaed for qudity. The opeaator uses thetool to execute
a quey of SDSRV/ to locate andetrieve the dataahd/or its production hisory), andto return
theresults of the QA asessment in a metadata updat&ome poblemsmay esult in the diplay
of user mesages the® ae identifed in Appendix A ofthe OpeationsTools Manual (Document
609-CD-600-001, Table A.2.9-7) alongwith potential impactscaugs, and corective actions |
Mog of the QA Monitor user mesagesresult from pioblemswith system communicationsr
runtime erors, and the poposd corective actiondor the opeator are often to exit the GUI
and ty again later For otherproblemsrelated to the ystem quey, use the dllowing procedue.
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Recoverng from QA Monitor Problems (Procedure 111)
1 Enauretha thedaa on whid to peform QA aein theSDSRY/.

e On the hostfor the Archive Server (x0drg01), type the diectoly change commancd
/dss stkl/<mode>/<data_type_diectory> and hen pess heReturn/Enter key.

- The pompt indicateschange to thddss stkl/<mode>/<data_type_diectory>
directoy.

e Typels -al | grep "<date>" wher "<date>" is a three-letter abbreviation for the
month bllowed by a numbeindicating the dayegg., "Apr 21" ), and then s the
Return/Enter key.

- Alist of filesis displayed,showing date and time antry for each.
- If the desired file is displayed in thelist, go to Ste 2.

- If thedesred file is not digplayed,have the inxted again €.g., from procesing).
If this succeeddi.e., the fle is now listed), go b Step 2; othewise, have he
Archive Managerconduct the mrcedue for Recovery fom Failure to Store or
Retrieve Dat (Document 611ED-600-001, Section 17%6.6).

2 On the hog for SDSRV (e.g., e0ac$5, g0ac®3, 10acD3, n0acH4), exanine he PSRV
logs (i.e,, EcDsSienceDa@aServer.ALO G, EcDsSienceDaiaServerDebug.log). Use
the pocedue for Checking Server Log Files (Procedure2.2) (previous section ofthis
lesson) and look or evidence that the data quefrom the QA Monitor GUI was
successilly receved.

e |f the lbbg showshat SDSRV receved te quey, go b Step 3.

e If thereis no entry indicating thequey, log in to thehog for the QA Monitor GUI
(e.g., e0Ads03 gOplN1, I0plsO02, NOpIsV2) and examine the QA Monitor GUI logs
(i.e, EcDpPrQaMonitorGUILALOG, EcDpPrQaMonitorDebug.log). Use the
procedue for Checking Server Log Files (previous section ofthis lesson) andlook
for evidence ofa conmunicaions &ilure. If necessa;, peform the procedue
Recoverng from a Comectivity/DCE Problem (Procedure3.1) (previous section
of thislesson).
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On thehog for the QA Monitor GUI (e.g., e0ps03 gOpl01, I0pls02, nOplsD2), examne
the QA Monitor GUI logs (i.e., EcDpPrQaMonitorGUI.ALOG, EcDpPrQaMonitor
Debug.log). Use he pocedue for Checking Server Log Files (Procedure2.2)
(previous section of this lesson) and look or evidence that thejuerly results were
returned from SDSRV.

e |If the log kowsthat the quer wasnot returned, log in to the hog for SDSRV (e.g.,
efac95, glac®3, I0acH3, nOacH4) and exarme he PSRV logs (.e,
EcDsSienceDaaServer ALOG, EcDsSienceDatlServerDebug.log). Use the
procedue for Checking Server Log Files (previous section ofthis lesson) andlook
for evidence ofa conmunicaions &ilure. If necessa;, peform the procedue
Recoverng from a Comectivity/DCE Problem (Procedure 3.1) (previous section
of thislesson).
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Recover ing from Problems with ESDTs, DAP Insertion, or SSI&T

Each ECS data collection islesribed by an Brth Science Dataype ESDT), made known to
thesystem by an ESDT descriptor file and assodated software codewhich is built into theData
Sewer sdynamiclink library (DLL) to peform the ®rvices The ESDT deriptor is compogd
of sectionscontaining thedllowing information:

» Collection level metadaa attributes with vadues contaned in thedescriptor.

e Granulelevel metadata atiibuteswhos valuesare sipplied pimmairily by the Poduct
Generation Executives (PGEs) during runtime

e Valid valuesand engesfor the attibutes
e List of servicesfor the data and eventisat tigger respongsthroughout the ywstem.

The ESDTs for all data collectiongo be input to ooutput fom the PGE mug be built and
registered in ECS data erver software before any ofthe PGE canbe run underthe automated
procesing g/stem. Any coruption orother problem with an BDT desriptor or related files
may caue degradation ordisruption of ECS functioning.

Delivered Algorithm Packages [DAPs) are the neans by whih ECS receves new Science
Software. The ingrtion of a DAP isdependent on an amrate ESDT being insalled, but
othemise, the hges$ and ingrtion of DAPs and the handling oDAP acquies for Science
Software Integiation and Bst (SSKT), share featues with other insertions and acquies.
Accordingly, trouble$iooting of problemswith DAP insrtion and acquies follows procedues
similar to tho for troublefiooting ofotherinsertionsand acquies.

Toolsand GUIs for Sdence Softwae Integration and Test (SSI&T) are essentia for the testing
of new science algorithms and for preparing them for integraion into the ECS opeating
environment. If the® toolsand GUk are not popety indalled, or if the system cannotperform
inserts and FTPpus functions SSI&T will be prevented or deggraded. The SSI&T proess
entailsteging new PGEs for data pocesing, and theefore many ST problemsare poblems
with PGEs. Accordingly, useful guidance may beofind in toublefiooting pocedues
applicable to pycesing pioblems (refer to Troubleshooting Procesing Problems in the
Production Planningand Pocesing Lesson, Document 625=D-006-002) or problems with
PGEs (refer to Recovering from Planning and Data Processing Problems (Procedure 101),
previous section of this lesson). Additional ugful guidance may beofind in the Science
Sdtware Integration and Test Lesson (rder to Appendix A. Troubleshooting and General
Invegigation, Document 628=D-016-002). If the®e appoachesdo not readily resolve the
problem, the Pllowing procedue may help ense that the elevant sftware componentsare
propety indalled, DAPs can be inated oracquied, and puesfrom SDSR/ are working to
suppot SSKT.
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Recoverng from Problems with ESDTs, DAP Insertion, or SSI& T (Procedure 12.1)

1

Check to engre that involved gbg/stems and theircomputersoftware configuration
items (CSCls) are corecty insilled and hatthe assoecited severs ae funcioning.

Launchthe ScienceData Sewver (SDSRV) GUI and eview the ESDTs listed on the
Data Types tab in theNames columnto ensure tha thee is an ESDT for thedaa to
be inserted (e.g., via Inges$, Procesing, or other insertion). Use appoprate
procedues (e.g., from Document 61LD-600-001, Section 16.7.1 Starting the
Science Datl Server Operator GUI and Section 18.2 View the Sience Dat
Server Data Type Information). If the needed 8DT is not avalable, it may be
necessary to ingall or re-install it using appropride procedures (e.g., from Document
611-CD-600-001, Section 16/.3 Add Science Dat Server Data Types).

Launch the Suligiption Sewer (SBSRV) GUI and eview the egistered Events to
ensue that the eventassocited wih the problem is registered. Use appiopriate
procedues(e.g., from Document 611D-600-001, Section194.2 Fulfilling a Need
for an Open-Ended Subgription). If the event is not registered, it may be
necesary to indall or re-indall the asociatedESDT udng appopriate procedues
(e.g., from Document 61D-600-001, Section 16/.3 Add Science Dat Server
Data Types).

At the hog for 10S and DDICT (e.g., eOins01 g0ind2, I0ins02, n0ins02), launch
the ECS Assistant and check or the pesnce of ingalled componentsand
functioning ofrelated grvers for I0OS and DDCT. Use appopriate procedues(e.g.,
from a pevioussection ofthis lesson, Starting ECS Assistant andUsing the ECS
Assistant Server Monitor. If EcloAdServer or EcDmDictServer is not "up,”
restart the ®rver(s) usng appopriate pocedues [e.g., Usng Saipts to Start
Up/Shut Down Se vers (Document 611ED-600-001, Section 26L0.1)].

Enaure that Data Rycesing Subgstem and itscomputer software configuration
items (CSAs) are correctly installed [i.e., ue ECS Assistant onthe AIT Workdation
(e.g., e0aiP2, glaiPs5, 10aisn9) to check ingalled componentdor the Algoithm
Integiation and Test Tools refer to procedue Usng ECS Assistant to Monitor
Server Status (Document 611ED-600-001, Section 37.3.2)].

If theitems are not @rrectly instaled, it may be necessary to rangtal the software;
e.g., rder to Handling an ESDT Ingtallation Failure (AppendixA of the Science
Software Integmation and Bst Lesson, Document 625=D-016-002).
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2 Ensue the egistration of evens for any ESDT assocted wih the poblem

e On the SDSR GUI, locate the BDT either by <rolling through the list, or by
typing all orpat of the eventnamein the Find field and then clicking on thieind
button. Click on the ESDT, and then click on th&/iew button to diplay the
Descriptor Information for the ESDI. In the Descriptor Information window,
scroll to theend of thedisplayed informdion and review thelast few lines to se the
eventdaia (GROUP=EVENT). Typically, there will be information for three types
of evens:

- Insert.
- Deélete.
- Updae Metadaa.

You may also check br the pesence okvens by checking or askng the Dasbase
Administrator to checkfor their presencen the Sience Dah Server Database ontie
SDSR/ databas hog (gO0acg01 10acg02 nO0acg01,e0acg0).

e |If no everg are listed for the ESDT assocated with the problem, or there seens to be
a poblem with event irdrmation available though theSDSR/ GUI, it may be
necesary to re-indall the ESDT, usng appopriate pocedues(e.g., from Document
611-CD-600-001, Section 16/.3 Add Science Dat Server Data Types). |

3 Review the SDSR/ log files to deermine if there were any earors assodated with
communicationdetween SDSR and I0S, SBSRV, or DDICT.

e Use appopriate pocedues [e.g., Checking Server Log Files (Procedure 2.1) |
(previous sectionof this lesson)]. If there ae indicationsof communication dilure,
check ©r connection or DCE problems [refer to Recoverng from a
Connectivity/DCE Problem (Procedure 3.1) (previous section ofthislesson)].

4 If necessary, perform oollection magping for the Data Dictionary (DDICT).

e When an ESDT is re-ingtaled, or when a new ESDT is indaled, use the Data
Dictionary Maintenance ©ol (DDMT) to update thenappingfor all collections If
this step is omitted, the system will not fundion correctly. [Refer to the procedure
for Update Data Dictionary Attribute/Keyword Mapping (in User Services
Lesson, 625-CD-013002)]

5 Enaure tha it is posible to ingrt into the SDSR/ database and Archive and tha the
insertion is reflectedin the Archive and hventoy Databass, and peform any necesry
corrective actionsf the ingrtion did not wok.

e Use he pocedue for Recoverng from Granule Insertion Problems (Procedure
7.1) (previous section ofthis lesson).
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6 Ensue the presence othe DAP or relevant dat in the achive and hat SDSRV can
perform FTPpuses

e Use he pocedue for Recoverng from Data Distri bution Problems (Procedure
14.1) (subsequent sction ofthislesson).

Recover ing fr om Problem s with D ata Search and Or der

Data seach funcions ae citical for useraccessd ECS collecions. Data seach is dependent
on databeing presntin the Archive and eflected in the inventgr eitherasa result of inges
opeitions or asproductsof data pocesing.

Data ®arch functions aswell asother ECS Opeations rely on corect functioningof the VO
Gateway YOGTWY) and the Data Dictiongr(DDICT), and on upo-date mappingf valid
attibutesand keywods for the collectionsto be garched. It is therefore impotant to make
cettain that there is conneadvity betveen VOGWY and DDICT, and that they are able to
communicate.

Data oder by a egistered ugr mus function corectly if ECS pioductsare to be distributed.
Dataorderis dependent onuscesful data gach. In addition,SDSR/ mug be able to gppot
distribution by varous means(e.g., FTPpull, FTPpu$, media) and the account and any
directoly to be usd by FtpDismug be valid. Use the following procedue to recoverfrom
problemswith functionsfor data sarch, including connectivity between the VO®@1Y and
DDICT, and data aferby a egistered uer.

Recoverng from Problems with Data Search and Order (Procedure 131)

1 Enaure that appopriate data have been inged and/oproduced and arin SDSHV.

e On the hostfor the Archive Server (x0drg01 [or x0drgOn]), type the diectoy
change commandd /dss stkl/<mode>/<data_type_diectory> and thenpress the
Return/Enter key.

- The pompt indicateschange to thddss stkl/<mode>/<data_type_diectory>
directoy.

e Typels-al | grep <granuleUR> and hen pess he Return/Enter key.

- If the gppropride file(s) are displayed in thelist, with dae and time of entry for
each,go b Step 2.

- If appoprate file(s) are not diplayed,have thefile(s) inserted again(e.g., from
Ingestor Procesang). If this succeedsi ., file(s) are now Isted), go to Step 2;
othemise, havethe Archive Managerconduct the mrcedue for Recovery fom
Failure to Store or Retrieve Data (Document 611ED-600-001, Section 17%.6). |
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On the hog for SDSRV (eg., eOac95, gOac®3, [0acD3, nOac$H4), exanmne
EcDsSienceDataServerDebug.log for evidence ofproblenms with seach actvity.

» If thereis anemror mesage indicating"Archive centemot available . ., it may be
necesary to "Update All Wllections usng the button dr that updateon the Map
Attributestab ofthe Data Dictionar Maintenance ool.

On the VOGTWY hog (i.e., x0ins02, where x is g for GSFC | for LaRC, e for EDC, orn
for NSIDC), type cd /usr/ecskmode>/CUSTOM/logs, andthen pess he Return/Enter
key.

e The pompt indicates change to dactoly /usr/ecs’<mode>/CUSTOM/logs.

To view the VOGWY debuglog, type more EcDmVOToEcsGatewayDebuglog and
then pess he Return/Enter key. [This procedue u®sthe more command,but any
UNIX editor or viuudizing command (eg., vi, pg, view, tail) may be ued to view the
file.]

e This displays the file contents Near the beginning, with dae and time reflecting
server gart-up, the fle should contain &QL SELECT entry amilar to:

04/07/09 1602:39: ~~~L STATEMENT | S: SELECT distinct
tl.collectionld,tl.gteld,t1.ShatName, upper (t4.keywordName),
t1.VersionlD,t1.ArchiveCerter FROM DmDdECSCollection t1,
DmDdInfoMgrCollXref t2, DmDdEquivalentAttributes 8,
DmDdStringDomain t4, DmDdALttr ibuteXref t5 WHERE tl.collectionld =
t2.collectionld AND tl.steld =t2.steld AND upper(tl.LongNane)=
"LANDSAT-7 LEVEL- OR WRS-SCENE" AND t2.infoMgrName =
"[MDC: DSSDSRV]" AND t5.steld =tl.steld AND t5.collectionld =
t1.collectionld AND t5.collectionldRef=t3.collectionld AND
t5.steldRef=t3.siteld AND t5.attributeldRef=t3.attributeld AND
t4.collectionld=t3.collectionld AND t4.steld=t3.siteld AND
t4.attributeld=t3.attributeld AND 3.equivalentAttributeName=
"DATASET ID"

and, furthe down in theoutput,sill with date and timereflecting srver gart-up, the
file should contain an entramilar to the bllowing:

04/07/99 1602:43: End of StartMonitoring.

If the gart-up informaion is correct, it indicates tha the VOGTWY is usng avadlid
isgl query; go to Step 3.

e |If the log doeshot diplay gart-up information, thele may be a mblem with DCE;
refer to the procedure for Recovering fom a Connectvity/DCE Problem
(Procedure 3.1) (previous section ofthis lesson).

» If thelog displays only pat of the information .g., doesnot contain an engrfor
End of StartMonitoring), there may be a problem with pot asignment. It may be
necessary to reassign portsto diminate a conflict and then sop and restart the
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VOGTWY sewer, use he pocedue Stop an Application/Program (Document 611-
CD-600-001, Section7.3.3) to dop the srver, and thenestart it usng the pocedue
Using Saipts to Start Up/Shut Down Severs (Document 611ED-600-001,
Section 2610.1).

Enauretha thereis compdibility between thecollection mgping daabase bang used by
the ECS Daa Dictionary and theEOS Daa Gaeway Web Client.

e Enare tha collection magping ha been peformed with the Data Dictionary
Maintenance Tool &ter any removd, indallation, or reinstallation of ESDTs [use the
procedue Update Data Dictionary Attr ibute/Keyword Mapping (in UserServices
Lesson, 625-CD-013002).

e Contactthe BEOSDIS VO Information Managerent System (IMS) to ensue that any
recentlyexpoted ECS valids have siccesfully pased their two-week validsupdate
cycle and hat the changes ar curently opestional If the changesare not
opeitional, it will be necesary to re-initiate the dataesarch ater the VO MS has
implemented thechanges.

To begin a check onuhfctions for data oder by a registered user, use the Data

Distribution (DDIST) GUI to detemine if DDIST is handling a eques for the data and
to monitor the pogres of the eques [refer to the procedue for

Monitoring/Controlling Data Digribution Requests (Document 611GD-600-001, |
Section 18.2)].

e The DDIST GUI may povide eror mesagesto which theDistribution Technician
can espond fefer to AppendixA of Opemtions Tools Manual (Document 609=D-
600001, Table A.2.4-2)], and thee ae actionsfor trouble$ooting data disibution
problems that the Archive and/or Distribution pesonnel can pdorm [refer to
procedue for Recoverng from a Data Distribution Failure (Data Distribution
lesson, Document 625=D-009-002).

On the DDBT hog (eqg. e0ds02 g0di®2, 10dis02, n0dis02), examne te lg
EcDsDistri butionServerDebug.log to deermine if an e-mal notification was sent to the
user identified in the sbcription; the outputisould be snilar to the bllowing:

05/06/99 12:52:41: Media::SendNotific ationM essag e.(myNo tify,mySite,myCo nfig-
>GetMode(),mailAddress): (,, TS1, cmtsl@tlins02u.ecs.nasa.gov

Media::SendNotific ationM essag e: Getting e -mail address from configur ation file.

05/06/99 12:52:41: DdDsDoneQueue::Thread Was marked SyncDone and Signaled.
RequestID= 125125210220554

e Thetiming of thissep may depend on thetype of didribution being requested. If it
is an FTPpull, the emall notification of dda availability occurs prior to the pull
attempt. If it is an FTPpud or a media distribution, the e-mall notification occurs
after the daa are shpped.
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Examine the aver logs to detemine whee the oder faled, usng the pocedue for
Checking Server Log Files (Procedure 2.1) (previous section ofthis lesson). Check |
EcDmMVOToECSGatewayDebuglog on the VOGWY hog (e.g., e0ins02 g0ing02,
10ins02, n0ins02), EcDsStFtpDisSea ver Debug.log, EcDsSArchiveServerDebug.log,
EcDsStStagingDiskServer Debug.log, and EcDsSCacheManagerServerDebug.log on |
the STMGT hod (eg., e0drg0L, gOdrg0l, 10drg01, n0drg03),
EcDsSienceDataServerDebug.log on the SDSR hog (eg. eOac3, gOac$3,
|0ac®3, nO0acH4), and EcDsDistri butionServerDebug.log on the DDIST hog (e.g.,
e0ds02 g0digd2,10dis02,n0dis02). Also check related ALOG files.

e Look wpecifically at the SDSR/ .ALOG (EcDsSienceDatServer.ALO G) for
evidence that theeques wasreceived. You should e information similar to the
following for FTPpull:

Priority: O Time : 05/18/99 10:44:55
PID : 5722:MsgLink :0 meaningf ulname :DsSrSessionE xecu teRequestStart0
Msg: Request I D 3c82feee-0d30-11d3-a305-c676e82eaa77:????: executing:

DsSrRequest (1): DsShSciRequestimp: [ svr: Sc ienceDS, pri: NORMAL domain:0:
(DsShSciCommandimp: service: ACQUIRE num parameters: 2 category: Paramet ers are: -
Unnamed PL[DDISTMEDIATYPE(Ftp Pull) EC SUSERPROFILE(L7CPF-Pull)]

DISTRIBUTION)
or the ollowing for FTPpu$ (note that inbrmation about FPP ur is included)

Priority: O Time : 05/18/99 10:48:10
PID : 5722:MsgLink :0 meaningf ulname : DsSrSessionE xecu teRequestStart0
Msg: Request | D b0f09aac-0d30-11d3-a305-c676e82eaa77:???7?: executing:

DsSrRequest (1): DsShSciRequestimp: [ svr: Sc ienceDS, pri: NORMAL domain:0:
(DsShSciCommandimp: service: ACQUIRE num parameters: 7 category: Paramet ers are: -
Unnamed PL[DDISTMEDIATYPE(FtpPush) DDISTMEDIAFMT(FILEFORMAT)
ECSUSERPROFILE(L7CPF-Push) FTPUSER(cmsh ared) FTPPASSWORD (*****++¥)
FTPHOST(t1acs03) F TPPUSHDEST(/home/bmyer/ TS1_data)]

DISTRIBUTION)

e Note It is alo posible to examine the Sian Requess digplayedon the Science
Data Server GUI to determine f SDSRV recewved he acquie requestfrom the
VOGTWY [use procedue Monitor Science Dal Server Request Processng
(Document 611ED-600-001, Section 167.5)].

e |f appopriate enties ae nmissng, or there is other evidence ofa conmunicaions
disruption orfailure, peform the procedue Recovering from a Comectivity/DCE
Problem (Procedure 3.1) (previous section ofthislesson).

Determine if there ae dat in the saging aea, peforming any corecive actons
necessa.

e Use Stepst -9 of the pocedue for Handling an Acquire Failure (Procedure 8.1)
(previous section ofthislesson).
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10

11

12

Execue cdspng of machines wih which DDIST communicates fom x0dis02 [refer to
the pocedue for Using ECS Assistant to Monitor Server Status (Document 611CD-
600001, Section 37.3.2)].

e |t maybenecesary to rebootany machineg) from which thee isno respons [refer
to the pocedue for Warm - By Subg/stem Startup (Document 611CD-600-001,
Section 31.1.2)].

On the Syeem Management SuppbiSubystem (MSS) hog (e.g., eOmssZl, gOmss21,
I0mss2L, nOmss2l), launchthe ECS Order Tracking GUland detemnine if the oderis
reflected in MSS ade tracking [refer to the procedure for ECS Order Tracking
(Document 611ED-600-001, Section 1%8.1)]. |

e |If the ECS Oder Tracking GUIdoesnot reflect the order, it may be instructive to
examinethe Order Tracking databas(Databae Adminidrator function) by logging
into Sybase on the rdevant MSS hos [use procdure smilar to deps 4 and 5 of
Recovering from a Subsription Sever Problem (Procedure 6.1) (previous
section of thislesson)] and then selecting theUser Name

e |f the oderis not reflected in the Qiter Trackingdatabas, peiform the procedue for
Recovery fom a Database Access oblem (Procedure 4.1) (previous section of
this lesson).

If the order is for an L7 scene,on he DS working sbrage host (e.g., eOwkg01
gOwkgO01l I0wkg01) exanmne e HDHREOS Server log (EcDsHdfEosServer.ALO G) to
engire thatthe HDF Sever received theeques. The log $iould contain entes smilar
to thefollowing:

PID : 728:MsgLink :0 meaningf uln ame :DsCsO utputFile OpenHDFEOSFile Success
Msg: HDFEOS output file opened Priority: 0 Time : 05/17/99 15:41:20

PID : 728:MsgLink :0 meaningf ulname
:DsHrDCE NonConfConcreteNonConfGetAsyn cResu ltsAsyn cRPCDoneOk

Msg: Asyn chronous RPC has finis hed wit h status OK.

Priority: 0 Time : 05/17/99 15:41:20

PID : 728:MsgLink :0 meaningf uln ame : DsCsO utputFile Clos eOutput File Successf ul
Msg: HDFEOS output file closed Priority: 0 Time : 05/17/99 15:41:20

e |f the log doesnot rflect the eques, perform the pocedue Recoverng from a
Connectivity/DCE Problem (Procedure 3.1) (previous section ofthislesson).
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Recover ing fr om Data Distribution Problems

Datadistributionis key to any ECS functionsthat equire the copying ofdata fom the Achive.
The® functionsinclude not only poviding data to exteral u®rs, but al® providing data to
intemal ECS components

Distribution on vaious madia (e.g., 8mm tge) is generaly limited to providingdata for externd

users. The FTPpull process is also geneally for externd digribution. It is needed to fulfill L7

data orders and otherFTPpull oders. The FTPpu# proces is cental to many key ES

functions Forexample|t is the mean®y which data a digributed among componerd§ ECS

(e.g., asneededfor data pocesing). Therefore, FTPpu$h mug be woking in order to run

PGEs. All ECS datadistributionsare dependent on the geence ofthe equired data in the
SDSRV/ database and in theArchive.

The distribution proces may be teted in an acque with the DSS Dwer. The FTP proceses
ue the FtpDisserver. The FTPpull poces uses the FTPpull Monitor server. Media
distributionsuse appopriate servers for petiphed media. Therefore, the appopriate ®rvers
mud be up and unctioning corectly in oder for data digribution to be sccesful. Use the
following procedue to ecoverfrom data digibution poblems
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Recoverng from Data Distri bution Problems (Procedure 14 1)

1

Enaure that the Data Disibution pesonnel have attempted ajmpriate opeational
solutions

Refer to the ection on Toublehooting Data Distribution Problems and the
procedue for Recovering from a Data Distri bution Failure in the training lesson
on Data Disribution @ocument 625=D-509-002).

Use the Data Distribution (DDIST) GUI to degermine if DDIST is handling arequest for
the data and to monitothe pogres of the eques [refer to the procedue for
Monitoring/Controlling Data Digribution Requests (Document 611GD-600-001, |
Section 18.2)].

The DDIST GUI canbe used to monitorthe digribution reques that isthe focusof
the problem. For trouble$ooting/tes puposes use the DSS Dver to execute an
acquie by the relevant disribution method and monitats progres. A DSS Diver
acquie uses system resourcessmilar to tho® involvedin a distribution of datato
end users, although the esources used for a DSS Diver FTPpu$ are omewhat
different from the system resources used in an interna distribution (e.g., for
procesing).

On the destination hog for the files, execute Is -| command(9 to deermine if the
directoly exids.

If the appopriate diectow is reflected,go to Step 5.

If the directoy doesnot exid, it is necesary to create it €9., have Poduction
Planning and Ricesing pesonnel enare that the taget dilectoly exids, creatingit if
necessar, or use he conmand mkdir <directory name>).

Note If the digribution isfor FTPpu# to a usr outsde of ECS, it may be necesary
to coodinatewith thatuser to ensire that you have the cact information about the
path to which the data@ato be pused,or that the apmpriate directow is available.
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4 For an internd push or pull by FTP, examine the server logs to degermine if the files
were distributedto the corect directory, usng the pocedue for Checking Server Log
Files (Procedure 2.1) (previous section ofthislesson). |

e |If the server log EcDsStFtpDisSea ver Debug.log onthe STMGT hog (e.g., e0drg0l,
g0drg01, 10drg01, n0drg0l) propely reflects the pus in an entry gmilar to the
following, go to Step 6:

Pushing /usr /ecs/<mode>/CUSTOM/dr p/<host >/data/staging//cache/:S C:AST_L1B.001:1384:1.HDF-
EOS to /usr /ecs/< mode>/CUSTOM/pdps/ <host>/data//DpPrRm/<host>_disk/ AST_L1B_DataGranule.

e Note For FTPpu®h to end wusers, the ®rver log of interest s
EcDsStFtpDisSea verDebug.log on the APC Sever (eg., eOacg0l gOacg0l
I0acg02 nOacg01l) and the path to which the dateegoudied $fould eflect a
location externd to ECS.

e |f ther is no enty, examne he DDIST log EcDsDstri butionServerDebug.log on
the DDIST hog (e.g., e0ds02 g0dif2, 10dis02, n0dis02) for indication tha the
distribution hasbeen sgended orthat thee is some other problem with the
distribution; if necesary perform the pocedue Recovering fom a Data
Distribution Failur e (Data Digribution Lesson, Document 625=D-509-002).

5 Examinethe sever log EcDsStFtpDisSea ver Debug.log) for an attempt to writeto the
directoly with the esult "Pemmission Denied; usng the pocedue for Checking Server
Log Files (Procedure 2.1) (previous section ofthislesson).

e |f there isno evidence ofincorect pemissons,go © Step 6 b deermine i there are
da@ in the saging aea br the push.

e Incorect pemissionscan be caected by usg a diferent accountwith the correct
pemissons or by resetting the pemissons For Production Planning and
Procesing functions it may be necesary to st up specific accountgplannedfor use
in those functions

6 On the appwpriate hos (e.g., e0drg0l gOdrgOl1, 10drg01, n0Odrg0l), type cd
Jusrlecs'<mode>/CUSTOM/dr p/<hog>/data/daging/cache and then pes the |
Return/Enter key.

e The pompt reflecs the changedathe spedied drecory.
7 Typels and hen pess heReturn/Enter key.

» If the file(s) are propely listed in output 8nilar to thefollowing, go to Ste 8:
:SC:AST_L1BT.001:1411:1.HDF-EOS SCAST_L1BT.11411.met
Niger-L1B-4.hdf staging.dis k.filename.list
PACKING.LST.582292669708

» If the fle(s) are notlisted, it may indicae that ther is insuficient space n the
staging areafor the saging dsk. Examne te DDIST log EcDsDistri butionServer
Debug.log on the DDST hog (eg. e0ds02 g0di€D2, 10dis02, n0dis02) for
indication of that or other problem with the digibution; if necesary perform the
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procedue Recovering from a Data Distri bution Failure (Data Digribution Lesson,
Document 625=D-009-002).

Examine the server logs to ddermine the last successful communi@tion, usng the
procedue for Checking Server Log Files (Procedure 2.1) (previous section of this
lesson). Check EcDsStFtpDisSe verDebug.log, EcDsSArchiveServerDebug.log,

EcDsStStagingDiskServer Debug.log, and EcDsSCacheManagerServerDebug.log on |

the STMGT hog (e.g., e0drg0l, g0drg01, 10drg01, nOdrg0l), EcDsSdenceData
ServerDebug.log on the SDSR hod (e.g., elac93, glac®3, I0acHD3, n0acH4), ad
EcDsDistri butionServerDebug.log onthe DDIST hog (e.g., e0ds02 g0dif02, |0dis02,
n0dis02).

e |f theris evidenceof a communicationslisuption orfailure, peform the pocedue
Recoverng from a Comectivity/DCE Problem (Procedure 3.1) (previous section
of thislesson).

Execue cdspng of machines wih which DDIST communicates fom x0dis02 [refer to
the pocedue for Using ECS Assistant to Monitor Server Status (Document 611CD-
600001, Section 37.3.2)].

e |t maybenecesary to rebootany machineg) from which thee isno respons [refer
to the pocedue for Warm - By Subg/stem Startup (Document 611CD-600-001,
Section 31.1.2)].

Recover ing from Problems with Submission of an A STER Data
Acquisition Request (E DC Only)

Authorized scientists will use the ECS Jva DAR Tool to sitbmit ASTER Data Acquistion
Requess to the ASTER Ground Data Syem GDS) in Jpan. The Java DAR Tool and
submision of DARs is suppoted by the EROS Data @nter (EDC), wher asociated
subgcriptions are placed ér notification that the dataesulting from the requess have been
received,and whee the data will be ahived. Use the bllowing procedue to ecoverfrom
problemswith submission ofan ASTER DAR.

Recovering from Problems with Submission of an ASTER Data Acquisition Request

Check to enaure tha the user atempting theDAR submission is an ECS User with a
registered account with DARemissionsenabled.

e Use the EES Account Management GUto profile the ugrs account andeview the
assodated DAR Information [refer to Edit/Modify DAR Information (Document
611-CD-600001, section 191.4.6)]. If the ugris not authozed tosubmita DAR, it
may be necessary to refer tha user to the US. ASTER webdte a
http://agerwebjpl.nasa.gov and he Ink there for Obtaining Data.
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e (Note: When a uer account isauthorzed for DAR pemissions ECS submitsa
reques to the ASTER GDS for edablishment ofa coresponding authazation
there. If an ohewise auhorized usereceves amessageon the JavaDAR Tool
refusng a DARsubmission, it may be necesry to coodinatewith the ASTER
GDS to veify that they have taken the action nesagsto egablish an account
ther)

Verify that the necessgrsewers ae "up" and ilstening; usethe command line ps -€f |
grep <server process or otherwise monitor server gatus [refer to Using ECS Assistant
to Monitor Server Status andcdsping all servers(Document 611ED-600-001, section
3.7.3.2) or Using Whazzup and ECS Monitor to Check the Status of Hods and
Servers (previous section of this leson), and, if necesary, Usng Saipts to Start
Up/Shut Down Severs (Document 611ED-600-001, Section 2610.1)]. The following
sewvers ae necesssr

e EcMsAcRegU®rSivr (on eOms21).
EcGwDARServer (on e0in1).

e EcSbSubSer (on e0ind1).

e EcCsMojoGateway @n e0in§1).

e EcClWbJessProxySewer (on e0ind?2).

e EcClWbFoliodPoxySewrer (on e0in§2).
» EcloAdSewer (on eQind?2).

e Netsape btemprise Sever (on e0dmMB3)

Checkthe configuration patametes for the DAR Gateway in the @nfiguration Registry
(may be a Configuration Manageror Databas Adminidrator function) to makege that
the corectIP addess and pomumnberfor the ASTER GDSare reflecied.

e The paametes should eflect information smilar to the bllowing:
#GDS API parameters

GdslIPAddress =210.138.101.43
GdsPort = 10500
GdsTimeOut =10

(Note: The pecific IP Addres and Par should be st to valuesthatare correctfor the
ASTER GDS. Duringteding bebre opestional connection to the GD#je® valuesare
set to relect ste-specific and modespecific connestion to theASTER GDS smulator.)
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Examine the server log files for activity reflecting the DAR submission [refer to the
procedue for Checking Server Log Files (Procedure 2.1) (previous section of this |
lesson)].

e Thejesslog (on e0in®2, in /us/ecs<mode>/CUSTOM/] dt) should reflect the srt
of asesson and u®r log-in for ue of theJava DAR Tool, with entries amilar to the
following:

20010123.154841 Logging a Il mojo transactions to ‘/tmp/mojot xn_<mode>.log'.
20010123.154841 Listening f or new conne ctions on elins02u.ecs.nasa.gov, port <####>
20010123.162558 D:starting login f or user <user I D>

and then reflect use of thetool to geate a DAR with entries smilar to thefollowing:

20010123.162559 <user | D>:Servl et.Auth Servl et(980285158401):init ialized

20010123.162559 <user I D>:Servl et.Auth Servl et(980285158401):processi ng

20010123.162559 <user | D>:Servl et.ModelFile Logge r(980285159497):First ti me user -

initializing

20010123.162559 <user | D>:Servl et.ModelFile Logge r(980285159497):Copying de fault user

info

20010123.162559 <user | D>:Servl et.ModelFile Logge r(980285159497):p ut

Folder { UOID ="4242424242424242"; Name = "Untitled Folder";
TimeStamp = "Dec 18 1999 13:00:00 EST"; }

20010123.162559 <user | D>:Servl et.ModelFile Logge r(980285159497):init ialized

20010123.162559 <user | D>:Servl et.ModelFile Logge r(980285159497):processi ng

20010123.162559 <user | D>:Servl et.UserProfileServl et(980285159757):init ialized

20010123.162559 <user I D>:Servl et.UserProfileServl et(980285159757):processi ng

20010123.162559 <user I D>:Servl et.UserProfileServl et(980285159757):Type listeners
remo ved

20010123.162559 <user | D>:Servl et.UserProfileServl et(980285159757):Object lis teners
remo ved

{Root, Root, 942338909056, 499530658}
{Untitled Folder, Folder, 4242424242424242, 499531739}
{0, XAR, 942338925546, 499529412}
{General - Primary At tribut es, PrimaryAt tribut e, 942338925608, 499524693}
{General - Telescope Gains, Telesco peSetting, 942338925643, 499533322}
{Spatial, SpatialSetting, 942338925724, 499533250}
{Temporal, TemporalSetting, 942338925911, 499530170}
{Co verag e, Coverag eDetailsSetting, 942338925991, 499529226}
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and then indicate ugscesful communication with the AHR Ground Data
Sydem to sibmit the DARand eceive a DARD.

e |f the log doeshot rflect appopriate activity asociated with thesubmission of the
DAR, enaure that the involvedevers are up and ligening fefer to Using Whazzup
and ECS Monitor to Check the Satus of Hosts ard Servers (previous section of
this lesson), and, if necessary, Using Saipts to Start Up/Shut Down Severs
(Document 611ED-600-001, Section 2610.1)]. It may al® be necesry to ensure
that DCE is functioning popety [refer to the pocedue for Recoverng from a
DCE/Connectivity Problem (Procedure 3.1) (previous section ofthis lesson)].

If the jesslog rdlects agart-up aror amilar to thefollowing:

STARTUP ERROR:20010219.122212 Error: java.net.BindE xcep tion: A ddr

it will be necesary to restart jess. This necesitatesobtaining the pyces ID (pid)
for java_vm_(use the UNIX commandps) and $opping that poces (use the UNIX
command kill -15 <pid>), before issuing the commandstart_jess <node> (on
e0ind2, in /usr/ecs<mode>/CUST OM/jdt/bin ).

Othererror indicationsin thejesslog ma besmilar to thefollowing:

20001218.125127 <user | D>:Servl et.ModelFile Logge r(977160725207):done
20001218.125127 <user I D>:Servl et.SessionS ervl et(977160725690):done
20001218.125127 <user | D>:Servl et.Auth Servl et(977160724063):done
20001221.115952 <user ID>:Closing session

20001221.115952 <user | D>:excep tion c losing m ojo s ocket: Broken pipe
20001221.115952 <user ID>:Removing session: < user | D>

and:

JDT::Erro r[999]:FATAL :jdt.servi ces.xar. SubmissionA gent:REQUEST_HANDLING:CIWbJt.
mojo.C onne ctionE xcep tion: Er rorCode 15011
Error recei ved from GDS

CIWbJt.mojo.C onne ctionE xception: Er rorCode 15011
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5 Check he Subsciption Srver GUI to ensue that a subsciption is registered for the
DAR [refer to the procedure for Retur ning a List of Subgriptions (Document 611ED-
600001, Section 194.3)].

e |f thesubscription is notreflected on the Subsption Sewer GUI, use the pocedue
Checking Server Log Files (previous section of this lesson) to déermine if the
EcCsMoj oGatewayDebuglog indicatesthat a sib<ription reques was sent to the
subgription srver, and to déermine if the EcSbSubSever Debug.log indicaies hat
the subsadption sever receved he subsaption request

e |f thesubription wasnotregistered, check that the Subsgption function isworking
propety [refer to the pocedue for Recovering from a Subsription Sever
Problem (Procedure 6.1) (previous section ofthislesson)).

Recover ing fr om Problems with On-Demand Product R equests
(EDC Only)

Authorized users may use the On-Danand Form Rguest Manager (ODFRM) to submit requests

for production of ASTER Digital Elevation Model OEM) productsor nonstandad ASTER

Level 1B products and any usr may ug the ODFMR to order non+estricted ASTER higher

level products Also, the ODFRM may be ugd to oder a higherlevel ASTER product at the
time of submision of aDAR; the request is atached to the DAR. Sud requests result in

creationof an order for the higherlevel poduct and in theubmision of a Data Rocesing

Reques through the Orbemand Pwoduction Rques Manager (ODPRM) in the Planning
subgystem. The ODFRM Tool and sibmission of on-demand poductionrequess is suppoted

by the ROS Data @nter (EDC). Use the bllowing procedue to recoverfrom problemswith

submission of an ondemand poduction eques.

Recovering from Problems with Submission of an On-Demand Production Request

1 Checkto ensire that the usr attempting the onlemand poduction eque$ submission is
an ECS User with a registered account with any ne@asy pemissionsenabled.

e Use the EES Account Management GUto profile the ugr's account andeview the
asociated pwilege information. If necesary and the usr privileges have been
auhenicaked, ASTER dai access penisson may be ganed by neansof a button
on the Account Information subtab of the Profile Account tab on the SI@
Account Management tool.
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Verify that the necessgrsewers ae "up” and ilstening; usethe command line ps -€f |
grep <server process or otherwise monitor server gatus [refer to Using ECS Assistant
to Monitor Server Status andcdsping all servers(Document 611ED-600-001, section
3.7.3.2) or Using Whazzup and ECS Monitor to Check the Status of Hogs and
Servers (previous section of this leson), and, if necesary, Usng Saipts to Start
Up/Shut Down Severs (Document 611ED-600-001, Section 2610.1)]. The following
cusbm sewers ae necessgr

e EcMsAcRegU=rSivr (on eOms21).
e EcMsAcOrderSivr (on eOms21).

e EcPIOdMgr (on e0pl92).

e EcCsRegistrySewner (on e0dm83).
e EcSbSubSer (on e0ind1).

» EcloAdSewer (on e0ind?2).

If a uer cannot accesthe ODMRM, checkthe NetsapeEnterprise Server configuration
file (/usr/ecs<mode/COTS/ns-home/<server_name>/config/magnusconf) to mke
sure thatthe corectsewer ID, sewver nang, IP addess,and pot number for the ol are
reflecied.

e The paametes should flect information in format smilar to the bllowing:

Serverl D http s-t1ins01
ServerName t linsOl.vatc
Address 198.118.232.40
Port 80

Examine the server log files for activity reflecting connestion to the On Demand
Managerand siccesful submission of the ondemand eques [refer to the pocedue for
Checking Server Log Files (Procedure 2.1) (previous section ofthislesson)].

e The Nescape Hterprise Srver accesdog reflectsuser acces activitiesfor the tool,
and the errorslog is gmilar to aDebug.log for sever evens. Theselogs may be
found on eOths03in /ug/ec¥<mode>/COT S/ns-home'<server_name>/logs

e The EcClOdProducdRequest. ALOG (on e0in§2, in /usr/ecs/’<mode>/CUSTOM/
log9) should reflect the connection andilsmision of the leques, with enties smilar
to thefollowing:

PID : 20353:MsgLink :0 meaningf ulname :CIOdProduc tSelection::Me diaOptions Form

Msg: MediaOptions Request Successf ul Priority : 0 Time : 12/15/00 10:22:25

PID : 20458:MsgLink :0 meaningf ulname :SUCCESSFULLYCONNECTED
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Msg: Client Successf ully conne cted to On Demand Server P riority : 0 Time : 12/15/00
10:24:03

PID : 20458:MsgLink :0 meaningf ulname :ClIOdProduc tRequest::Subm itProduc tReque st
Msg: Product Request Successf ull Priority : 0 Time : 12/15/00 10:24:10

PID : 20458:MsgLink :0 meaningf ulname :SUCCESSFULLYDISCONNECTED

Msg: Client Successf ully disconnected from On Demand Server P riority : 0 Time :
12/15/00 10:24:10

e |If the log flows evidence ofa communicationproblem, refer to the procedue for
Recoverng from a DCE/Connectivity Problem (Procedure 3.1) (previous section
of thislesson) Such evidence nay be efleced in enties such ashie following:

PID : 6892:MsgLink :0 meaningf ulname :CsNsNsS ervi ceL ocClientmainNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:56:49

PID : 6892:MsgLink :0 meaningf ulname
:EcFhExecutorExecuteHandlerHandle OODCEException

Msg: DCEOSFException c aught Priority : 1 Time : 12/18/00 12:56:49

PID : 6892:MsgLink :0 meaningf ulname
:EcFhFaultHandl erHandleDCEOSFExcep tionH andlingE xception

Msg: Caught D CE Error Number : 382312629 Priority : 1 Time : 12/18/00 12:56:49
PID : 6892:MsgLink :0 meaningf ulname :CsNsNsS ervi ceL ocClientmainNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:56:49

PID : 6892:MsgLink :0 meaningf ulname
:EcFhFaultHandl erHandleDCEOSFExcep tionH andlingE xception

Msg: Caught D CE Error Number : 382312629 Priority : 1 Time : 12/18/00 12:57:04
PID : 6892:MsgLink :0 meaningf ulname :CsNsNsS ervi ceL ocClientmainNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:57:05

PID : 6892:MsgLink :0 meaningf ulname
:EcFhFaultHandl erHandleDCEOSFExcep tionH andlingE xception

Msg: Caught D CE Error Number : 382312629 Priority : 1 Time : 12/18/00 12:57:20
PID : 6892:MsgLink :0 meaningf ulname : CsNsNsS erviceL ocClientmai nNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:57:20

PID : 6892:MsgLink :0 meaningf ulname
:EcFhFaultHandl erHandleDCEOSFExcep tionH andlingE xception

Msg: Caught D CE Error Number : 382312629 Priority : 1 Time : 12/18/00 12:57:35
PID : 6892:MsgLink :0 meaningf ulname :CsNsNsS ervi ceL ocClientmainNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:57:35

PID : 6892:MsgLink :0 meaningf ulname
:EcFhFaultHandl erHandleDCEOSFExcep tionH andlingE xception

Msg: Caught D CE Error Number : 382312629 Priority : 1 Time : 12/18/00 12:57:50

PID : 6892:MsgLink :0 meaningf ulname : CsNsNsS ervi ceL ocClientmainNoValidB inding
Msg: Could not find a valid binding P riority : 2 Time : 12/18/00 12:57:51

PID : 6892:MsgLink :0 meaningf ulname :ExcDCE

Msg: DCE Execep tion: U nable to construct PIOdMsgProxy server obje ct due to: No
more bindings (dce/rpc) Priority : 2 Time : 12/18/00 12:57:51

122 625-CD-617-001




On e0pl92, in /usr/ecs<mode>/CUSTOM/logs, examne the EcPIOdM gr.AL OG for
evidence that the request was eceved and popety handed by he Onbemand
Production Rques Manager

e The log $iould contain entes smilar to the bllowing:

PLS EcPIOdMgr Server Output log ont 1pls01 starting at Thu Feb 15 11:54:19 EST 2001
PID : 14658:ThreadID : 1 : MsgLink :0 meaningf ulname :SEVERMAINPROCSTART

Msg: Starting P I0dMgrServer: Pr ocStart=PlIOdMgrServer Priority: 2 Time : 02/15/01
11:55:29

PID : 14658:ThreadID : 1 : MsgLink :0 meaningf ulname :ENTERMYSTART

Msg: Creating ins tance of PIOdM sgDObj_1_0_Mgr Priority: 0 Time : 02/15/01 11:55:29
PID : 14658:ThreadID : 1 : MsgLink :0 meaningf ulname :MYSTARTREGITERING

Msg: Registering PIOdMsg_1 0 _Mgr.... Priority: 0 Time : 02/15/01 11:55:31

PID : 14658:ThreadID : 1 : MsgLink :0 meaningf ulname :MYSTARTINITMSG

Msg: Initializing M sg.... Priority: 0 Time : 02/15/01 11:55:32

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :SUCCESSFULLYCONNECTED

Msg: Client Successf ully connected to Job Management Server Priority: 0 Time : 02/01/01
20:11:30

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname : NewState
Msg: Requestid= 0300004313 NewState= Queued PDPS DPR Id= Priority: 0 Time : 02
/01/01 20:11:58

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :SUCCESSFULLYCONNECTED

Msg: Client Successf ully disconnected from Job Management Server Priority: O Time :
02/01/01 20:23:52

e |f the lbg shows ewence oferrors, in enties such ashe llowing:

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :DpPrDb ColValLis t::Value At

Msg: Failed due to column maxGranReq not found int he list Priority: 2 Time : 02/01/01
20:40:31

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname
:DpPrDblinterface<DpPrClass>::Sel ectAn dReadObje ct wit h a list of where co nstraints

Msg: Select successed . No row is retrieved into th e given obje ct. Priority: 2 Time :
02/01/01 20:40:31

PID : 9785:ThreadID : 31 : MsgLink :82 meaningf ulname
:PICoPerforman ceRead CANTREAD
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Msg: Unable to read performance parms Priority: 2 Time : 02/01/01 20:40:31

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :Notice

Msg: Opending a connectionto DGS. Priority: 2 Time : 02/01/01 20:40:32

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :Error

Msg: Connected to th e socket server. Priority: 2 Time : 02/01/01 20:40:32

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :Notice

Msg: Sending a Service Request to th e socket server. Priority: 2 Time : 02/01/01 20:40:32
PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :Notice

Msg: ODL Tree was sent to th e socket server. Priority: 2 Time : 02/01/01 20:40:32

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :Notivr

Msg: Received Service Request Results from the socket server. Priority: 2 Time : 02/01/01
20:41:31

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :REQUESTSUBMISSIONFAILED

Msg: Request submission failed from PINonStandardOrder for request. 0300004317
Priority: 2 Time : 02/01/01 20:41:31

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname : CANTSUBMITL1BREQUEST

Msg: Unable to submit L1B request to EC S-GDS for order 0300004046 Priority: 2 Time :
02/01/01 20:41:31

PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname : CANTBUILDPR
Msg: Unable to build P Rs from order 0300004046 Priority: 2 Time : 02/01/01 20:41:31
PID : 9785:ThreadID : 31 : MsgLink :0 meaningf ulname :EcPoErrorAl

Msg: EcPoError::HandleRWError SybaseDatabaseErro r# Rogue WaveDB Tools ErrorCode
=7;Rogue WaveDB Tools ErrorMesage

="[VENDORLIB] Vendor Library Erro r: ct_res_i nfo(): user api layer: extern al error: This
routine cannot be called when the command structure is idle."

SybaseErrorCodel =16843163;SybaseErrorMesagel =""
SybaseErrorCode2 =1;SybaseErrorMesage2 ="Z272777"
Priority: 0 Time : 02/01/01 20:41:31

then examine the debug log E¢PIOdMgrDebug.log) for evidence of
communicationproblemsand, if necesary, peform the pocedue Recoverng
from a Comectivity/DCE Problem (Procedure3.1) (previous section of this
lesson).

Check On the Syeem Management SuppbrSubystem (MSS) hog (e.g., eOmssZ,
g0mss21, 10mss2L, nOmss2l), launchthe ECS Oder Tracking GUland detanine if the
order is reflected in MSS ade tracking [refer to the procedure for ECS Order
Tracking (Document 611cD-600-001, Section 198.1)].

e If the ECS Ordea Tracking GUI does not reflect the orde, it may be indructive to
examinethe Order Tracking databas(Databae Adminidrator function) by logging
into Sybase on the rdevant MSS hos [use procdure smilar to deps 4 and 5 of
Recovering from a Subsription Sever Problem (Procedure 6.1) (previous
section of thislesson)] and then selecting theUser Name.
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e |f the oderis not reflected in the Qiter Trackingdatabas, peiform the procedue for
Recovery fom a Database Access Roblem (Procedure 4.1) (previous section of
this lesson).

e |f the oderis reflected in MBS oder tracking, peiform trouble$ooting procedues
related to production pocesing, usng relevant sepsin the pocedue Recoverng
from PDPS Plan Creation/Activation and PGE Problems (Procedure 101)
(previous section ofthis lesson).
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Trouble Ticket (TT)

We have sen that aystem pioblem istypically documented usgy the Rmedy COTS software
product to pepae and update a @blem eport or trouble ticket TT). Becaus ther is a
separate lesson that covers writing a touble ticket, documenting changegrepaing and
procesing a troubleticket thiough the &lure resolution pioces, and making emegency fxes
thes topicsare not addessed in detail hee. By now you ae familiar with the equirementsfor
usng troubleticketsin ECS problem managementYou know that toublefiooting and epair
activitiesthat involve change® the gstem coniguration require a confgurationchangereques
(CCR).

Using Problem Report Software

Although you ae familiar with usng Remedy to ceate and view tuble ticketsthere are other
functionsasociated with the maintenance and @bien of the touble ticketservice that you
may be equired to manage aa Sysem Adminidrator or other manager Specifcally, the
following taks asociated with Rmedy may beequired of the TT adminigrator or othes:

e adding usrsto Remedy.

» contolling and changing prilegesin Remedy.
e modifying Remedy’s configuration.

e genesrting Trouble Ticket reports.

Let'slook at each ofthe® functions

Adding Users to Remedy

TheTT Administrator usesthe Renedy Userschena to grant accessd the Renedy tool. Uses

who leave the ES piogram can bedeleted. The Remedy Action Reque$ Sysem Admin-

istrator's Guide Chaper 2, “Defining Access Conbl,” summarizes icense edment andaccess
contol. There ae no licens restrictionson the numbeof users who canbe grantedpemission

to create and qugrtrouble tickets The chapteralso providesinstructionson usng the User

schena (a"schena” represens a &ble in the Renedy datbase)to add egistered uses.

Figure 24 siowsthe sreen layout ér the Remedy User schema that isused for addingusers.
This screen isaccesble to adminigrators with Adminidrator Group privileges by enteing a
Unix command beginning with the dotoy where Remedy isingalled and invoking the user
tool (e.g., on I0msh03, enter command /usr/ecsmod€COT S/remedy/bin/aruser &). This
resultsin digplay of the ugr tool, from which you launch thgser schema.
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Figure 24. Remedy User Schema

Suppos, for example thatyou wish to add Erry Bulticketer from the GSFAAC asa ugr
with submit and quer pemissions His e-mail addess is tbultick@ecgdcl.gdc.nasgov, and
his phone numbeis 301614-4132. The data to be entsf to add a ey include:

Status- isthe u®r curent or not?

Licen® Type— what type oficens doesthe ugr have? The deéult, Read includes
submit and quey pamission.

Login Name - theidentifying nanetheuser will enter to us the Remedy tool.
Password — theidentifying password theuser will enter to ug the Remedy tool.
Email Address — the email addess of the ugr.

Group List — ecifiesa ugrs acces contol groups mug be let emptyto grant
only basic submit and quey privileges.

Full Name— theuser’s full name.
Phone Number the usr stelephone number
Home DAAC - the usr'shome DAAC.
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e Default Notify Mechanism — theway in which theuser will be notified of actions if
left blank,the method can bescified at the time an action tigken.

e Full Text License —thetypeof full text search license the user is to have; the default
is None, which iswha users will be assigned (full-text search is not pat of ECS).

e Creator— the peson who ceated the account.

The ystem geneatesthe content othe otheffields Use the bllowing procedue.

Adding a User to Remedy

1

10
11

12

13
14

15

Follow menu pdh File — Open Schema.
* The Open Scdema dialog box isdisplayed.

Double click onUser from thelist in the Open Schema dialog bax;, click on User to
highlight it and then click on thepply button to lod theschema

Follow menu pah File - Open Submit.
e A Submit window isdisplayed.

If necesary, click on the toggle button irrdnt of Current to indicae the users siatus
(Current is thedéfault).

Click on the toggle button irrdnt of the desed licen® type (n thisca®, Read).

Ente thelogin name (in this case, tbultick) to be useda access Readly into the Login
Name field.

Enter the user's emal address (in this case, tbultick@ecgdcl.gdc.nasa.gov) in the
Email Addr essfield.

Enter theuser’s full name (Terry Bulticketer) in the Full Name field.
Enterthe uger stelephone numbdB01614-4132) in thePhone Number field.
Enterthe ugr shome DAAC GSFC) in theHome DAAC field.

If you wish to select a default notification mechanis (e.g., e-mail), click on the toggle
button in font of the deged slection (n thisca®, E-mail).

ForFull Text Licerse Type, ensure tha the ddault, None, is selected; if necessary click
on the toggle button irdnt of None.

Enteryour name in theCreator field.
Click on theApply button.
e Theinformdion is saved to thedaabase.

Click on theDismiss button.
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Changing Privileges in Remedy

Changng piivileges h Renedy, or contolling pivileges ofthose who havaccesgo Renedy,
is done by the T Adminigrator. There ae 18Remedyprivilege groupsfor ECS, anda change
to the pivileges of any goup requires an appoved Coniguraion Change RequegCCR).
Acces privileges provide pemission to view a ifeld, or to change it. The goupsand their
acces privileges are defned in Document 61GD-600-001 Mission Opeation Procedues for |
the ECS Roject Section &.6.

The Remedy Administrator's Guide br OSHMotif, Chapter3, “Setting Up Ugrs and Groups”
provides detailed inbrmation about accescontiol and pivileges The adminidrator defines
groupsof users by usng the User Tool to change the @up £hema. A user s privilegesmay be
changed in two ways

e changing the grup to which the & is asigned.
= changing the accsgrivilegesof the goup.

We have seerhat the User schemais used to implement goup asignment. To change the
acces privileges of a gioup, you u® the Admin tool. It is accessed by eming a Unk
commandbeginningwith the dilectoy where Remedy isingalled and invoking the tool with an
option .g., <ar_install_dir>/bin/aradmin -s &). Use of the option-s results in diglay of the
Admin tool with theSchemaslist displayed, asillustrated in Figure25.

Bl Bl Bite - Ml dileatde Tmil — vl

Fila CabmErrw Edis Help
Botema Lisk

Fall=siargars IrfarmecLon

FxlB-TT-To=aw

Fall-Troabls Tickwsts

ThiL Gorard

Tomals La=TE chst-Hiwr
=r

Figure 25. Remedy Admin Tool, Schema List
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You set theschemasaccesibleto a goup by glecting £hema pemissionsin theGroup Access
window, illustrated in Figue 26.
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Figure 26. Remedy Admin, Group A ccess W indow

Use the dllowing procedue to defne goup accesfor chemagRemedy databadabled
Defining Gr oup Access for Schemas

1 Follow menu pah Edit - Group Access
e The Group Accesswindow isdisplayed

2 Click on theGroup list menu gmbol icon (ocated at theight sde ofthe Group field).
e The Groupssdection menu igligplayed.
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3 Select a grup from the slection menu.

e The Group Acces window indicatescurent pemission sttings for the ®lected
group by meansf radio buttonsfor each shema in the lis showing:

- vigble (i.e., available in thelist of Sthemasthat can be opened byeausin the
selected goup).

- hidden(i.e., not available in thelist of Schemasthat can be opened byassin
the lected goup, except that wws who haveCustomize pemissions can
make a hiddeni¢ld visble).

- none(i.e, not available).

4 For eachitem, set the schemapemissions for the gecified gioup, clicking on the
appoprate radio button to dect visible, hidden, or none asthe pemission for each
schema.

5 Click on theApply button.

» The option sttingsare sved.
6 Click on theDismiss button.

e The window isclosd.

The Group Access — Sthema Fieds window allowsyou to detemine View or Change access
to field dat It is accesdile from the Modify Schema window, shown in Figure 27. The
following procedue isapplicable.

Defining Gr oup Access for Schema Fields

1 From theSchema List in theAdmin Tool, open a ehema by double clicking on it.
e The Modify Schema window isdisplayed.

2 Follow menu pah Attr ibutes— Field Group Access
e The Group Access — Sthema Fieds window isdisplayed.

3 Click on theGroup list menu ymbol icon.

e The Groupssdection menu igligplayed.
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Figure 27. Remedy Admin - Modify Schema

Select a grup from the slection menu.

e The Group Access — Shiema Fidds window diglays buttonsthat differ according
to the goup chosn.

e Groupswith a goup type ofView only allow you to dect View pemissions for
schema felds

e Groups with a goup type of Change allow you to slect View and ®ange
pemissions

Set the pemissons Pr each feld.

e Sdecting View dlows usrs to view thefield ddain the schema Sdecting Change
allowsusersto view and change theefd data in thechema.

Click on theApply button.
e The pemission sttingsare saved.
Click on theDismiss button.

* The Goup Acces - Schema keldswindow isclosed.
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8 Click on theApply button in the Mdify Schema window.
e The changeare now applied to theckema.

9 Click on the dick on theGroup list menu gymbol icon.
e The Groupssdection menu igligplayed.

10 Click on theDismissbutton.

e TheModify Schema window isclosd.

Changing Remedy Configuration

The ReB-Trouble Ticketsschema,or Trouble Ticket €£reen,containsseveral fieldsthat provide
picklists, or pull-down ligs of valid entres from which a usr can glect in flling out a touble
ticket. During ECS deploymentjt may be necesry or desrable to change the itemis some of
thes pickligs. Fieldsthat povide pickligs that may be modiéd ae:

e UserContact Log (CL) Categoy.
e User Contact Log (CL) Contact Method.
e Configuration tem (Cl).

Administrators with appiopriate accesscan cusbmize he pul-down pik-ists in a Renedy
schema. This is accomplibed though the Admin ©ol by modiying the RelB-CI, RelB-CL-
Category, and RelB-CL-Contact M ethod schemasusng theModify Menu window illustrated
in Figure 28. Procedue 82.7 in Document 6115D-600-001 Mission Opeation Proceduesfor |
the ECS Roject refers to gopropride sections in the Remedy User’'s Guide and the Remedy
Administrator's Guide. An approved Canfiguraion Change Request (CCR) is required beore
implementing any othe® changes
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Figure 28. Remedy Modi fy Menu W indow

Modifying Remedy’s Configuration ugsthe bllowing procedue.
Modifying Remedy’s Configuration

1 Follow theCategory - Menus menu path othe Admin Tool main window
e TheMenu List is displayed in theAdmin Tool.
2 From theMenu List in theAdmin Tool, open a menu by doubtdicking on it.

e Sdect from thelist oneof the following: RelB-Cl, RelB-CL- Category, and RelB-
CL- Contact Method.

e The Modify Menu window isdisplayed.
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3 Selectthelevel for which youwant to add omodify menu choiceby slecting the adio
button net to thelevel's labd.

e To add ormodify menu choces atthe hghestlevel, sekect Level 0. Select each
successive menu level to modify thechoices at tha level.

e Menu choices addel at levels bdow the top level (level 0) will be sub-items of the
selected item at the next highiesenu level.

4 Enter alabd (thetext tha will show up in themenu).
e Enter a meximum of 30 chaactrs.

5 If thetext thatyou wantto appearwhen the usr selectsthis menu item differs from the
label text,enterthe text you want to appegr the Value ifeld.

e Entera maximum of55 chaactes.

« If you do not enterdifferent text, the label textdf the lowes menu level only)will
be displayed when theuser selects theitem.

6 From the Add New Entries selection menu, select an option to déermine whehe the
enttly you ae defning isadded to the top dhe curent list of selections the bottom of
thelist, or bdore or dter theitem tha is currently selected.

7 SelectApply to add theitem to thelist, or select Modify to replace he curently sekced
item with thenew labd and text.

8 Repeat $eps3 through 7 br asmany itemsasare needed at that menu level.

Generating Tr ouble Ticket R eports

A set of predefned reports is maintained in a public dictory that $iould be downloadedo your
personal confguration diectoy. Procedue 82.8 in Document611-CD-600-001 Missbn |
Opemation Procedues for the ECS Roject refers to gopropride indructions in the Remedy
User's Guide br copying fles to share macos and cutom reports.  Thes reports are trouble
ticket adminidrative reportsgenerated for local and gystem-wide ussge There are severa types
of predefned reports, including:

e Assignedio Report — provides a report of the numberof Tickets asigned to
techncians.

e AverageTime to Clos TTs — providesa report of the aveage time to clas trouble
tickets.

e Hardware Resource Report — provides a report sorted and gouped by Hatware
Resourcesand Qosng Codes
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e Numberof Ticketsby Status- providesthe numberof Trouble Ticketsgroupedby
Status

e Numberof Ticketsby Piority — providesthe numbeof Trouble Ticketsgrouped by
asigned piority.

e Review Board Report — providesa report of the detailsof TTs for the TT Review
Board.

e SMC TT Report — providesa report to be gnt to the SNC.

e Software Resource Report — providesa report sorted by Sofware Resourcesand their
Closng Codes

e SubmitterReport — indicatesby submitterthe numberand typeof trouble ticketsin
the syptem

e Ticket StatusReport — providesa report sorted and gouped by Tcket Status

e Ticket Statusby Assignedto — provides a report sorted and gouped by the lds
person asigned to a Touble Ticket.

Procedue 82.8 in Document 611D-600-001 Misson Operation Procedues for the ECS |
Project refers to the Remedy User’s Guide, Chapter 5, “Reports’ for instructions on working
with reports. Mog of thetime, you will probably €lect a eport from the lig, usng theReport
window illustrated in Figue 29. If you chooe to ceate yourown cugom repott, the |
ingtructions provide detailed guidance onelecting report content, setting report layout,
specifying the srting and gouping ofreport content,geneeting datigics, setting report options
saving, usng, and modiying cusom reports, and geneating report output.
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Suppos you wantto print a report on one ofthe povided cutom reports, Ticket StatudReport.
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Figure 29. Remedy Report Window

Use te following piocedue o creae and pint the eport.

Using a Cusom Report

1

Select the éhema you want to warwith by slecting the shema name in thAvailable
Schemeas list and then selecting the Apply button, or by doubleelicking on the shema

name (in thiscase, RelB-Trouble Tickets).

Define the quey criteria to be gpplied to thesearch by filling in fields in the Query
window or by usng thequely bar. (In thisca®, reques all trouble ticketshy cleaing all

fieldsand leaving th€uery window blank)

* The quey will return all ReIB-Trouble Tickets
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From the Trouble Ticket main window in the Usr Tool, follow menu path

Query - Report.

The Report dialog box appear

Select theaport you wantfrom the Custom Report Name list by clicking on the eport

name (in thiscase, Ticket StatusReport).

The Custom Report Name list contans dl cusom report files tha are in al
directoiesdefined in yourPath peference.

The cusom report Ticket Status Report is loaded into the 8ort window with the
report prototypevisible. The cusom report layout and pageetip ae gplied to the
set of trouble ticketsdefined in the quarcriteria.

5 Click on theReport to Printer button in theReport window.

If you have gecified the pint setup for the eport, the eport is printed. If you have
not yd specified theprint stup, theReport Print - <schema> dialog box appear

a) Specily whetheryou want to us the dedult printer or a gecific printer by
selecting from thelist.

b) Selectthe desied Number of Copies
c) SelectthePrint button to end yourreport to the pmter.

Performing O perational Work-around

An opegtional wok-around isa tempoary modification to opeations and uger proceduesthat
is entailedby resolution of atroubleticket. It is chaacteized by gveral factos that may dfect
the way in which pocedues are accomplised to conduct opations during the peirod of
tempoary inability to conduct opetionsusng nomal piocedues

managed byhe BECS Opertions Coodinabr ateach cera.

mager list of work-aroundsand asociated touble ticketsand coniguration change
requess (CCR9 keptin either had-copy or soft-copy form for the opeationsgaff.

hard-copy and eft-copy procedue documentsare “reddined” for use by the
opeitions gaff.

work-aroundsaffecting multiple ges are coodinated by theECS organizationsand
monitored by ECS M& O Offic e saff.

The wok-around s removed whente CCR hat corrects the oiginal problem is indalled into
the opeationd basdline.
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Practical Exer cise

I ntr oduction

This execise is desgned to pactice key elementsf the Sytem Troublefooting procedues
Peform thetasks identified in theexercise.

Equipment and Materials

One ECS wokstation, a copy of625-CD-617-001 ECS Tiaining Material Volume 17: Sysem
Troublefiooting a copy 0f609-CD-600-001 Release 6A Opeiations ToolsManual, and a copy
of 611-CD-600-001 Mssion OpeationsProceduesfor the ECS Roject

Perform Activities Related to S ystem Monitoring and Tr oubl eshooti ng

1. Use ECS toolsto peform system monitong activities including Whazzup??and ECS
Monitor for checkingthe healthandstatusof the netwok and the web lmwser to aces the
EBnet Web Page.

2. Use Tivoli to check br eventnotficaions

3. Use Whazzup??® tview the satus ofsewvers in a subsysin. Use Whazzup??® view the
status ofall sewers in the OF5 node; useWhazzup???o identfy what sewers are downin
all modes.

4. Use hecdsbrowserto check DCEenties for sewers.

5. Locateand review Debuglog and .ALOG files for SDSR/, ADSRV, SBSRV, DDICT,
VOGTWY, INGST, Archive Srver, STMGT, and R ANG.

6. Check mount pointsor PDPS on hds for SDSR/ and Archive Sever.

7. Launch the SDSR GUI and eview the ESDTs listed on the Dataylpestab.

8. Check he PSRV cfg direcory for *.evtfiles.

9. Launch the Data DictiongrMaintenance ©ol and update the mappingyfall collections
10. Listthe conént of the Archive drecbory.

11.0n hos$ x0drg01, check the dr-mounted taging dik.

12.Add a user to Remedy. Then change that esBs privilegesin two ways first, change the
group to which the &3 is asigned; thenchange the acceprivilegesof the groupto which
you lag asign the usr.

13.Follow Procedue 82.7 in Document611-CD-600-001 Mission Opeation Procedukes for
the ECS Rojectanduse the Rmedy Admin Tool to add a key wak to theUser Contact
Log (CL) Contact Method pull-down pickiist in the RIB-Trouble Ticket €£hema.
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Slide Presentation

Slide P resentation D escr iption

Thefollowing dide presntation gpreentsthe $ides used by the insuctor during the conduct
of thislesson.
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